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43 Environmental Controls . We will create a disk mirror between sdb and sdc. This is called discontinuous transmission (DTX), and simple issues like this are easily avoided with user training. You also have to consider the requirements for specific drivers and applications. 384 Glossary . TCP You'll come across plenty of literature that states that
TCP is a “connection-oriented reliable protocol.” Great. Identify and prioritize critical IT systems and data. Periodic fire drills are a must! Smoke detectors can alert technicians to impending fire issues, but the detectors used in data centers are much more sensitive than those you would use in the home. SANs are not specifically related to cloud
computing. In the enterprise, troubleshooting can involve poor performance. double data rate (DDR) Refers to memory chips; data is transmitted on the rise and fall of a timing signal. Verify that Charlie has authenticated to the server first. Select the iSCSI virtual disk, and then look under iSCSI Targets and take note of the target IQN, shown in the
following illustration; you’ll need this in a few steps. What type of malware encrypts data files and demands payment before providing a decryption key? iSCSI initiators consume disk space over the network from iSCSI targets. Capacity is the size of the drive. (Source: CompTIA Employer Perceptions of IT Training and Certification.) Universal Skills
CompTIA certifications are vendor neutral—which means that certified professionals can proficiently work with an extensive variety of hardware and software found in most organizations. Which term correctly identifies your firewall? A network broadcast attack is taking place. Some enterprise networks don’t encrypt internal network traffic, but
many threats can cause havoc within a network. Then what? Top-level domains include suffixes such as .com, .edu, .net, and others. What makes this solution attractive is its price tag, and it gets the job done. You might use one rack to accommodate servers and another to accommodate storage arrays. If the problem exists on hundreds or thousands
of switches, many technicians might be required to solve the problem quickly, or, where possible, an automation script might be used. MAC A. Edison plugs are more rounded than NEMA plugs, but like NEMA, Edisons have three prongs. Remote Authentication Dial-In User Service (RADIUS) A protocol that provides authentication, authorization,
and accounting management to users who use a network service. To this day, it continues to evolve and is common in server environments. SATA is commonly used in desktops and servers, but SAS is more common on the server side. 246 Chapter Review . Server Roles Servers are deployed to offer services that provide some kind of business value
to an organization. Caution Uninterruptible power supplies (UPS) are heavy! As with other heavy items, use proper lifting techniques to avoid injury: lift with legs, not your back. Figure 8-7 Taking a snapshot of a VMware virtual machine CompTIA Server+ Certification All-in-One Exam Guide 320 Other than virtual machines, snapshots can also
apply to disk volumes, entire storage arrays, logical unit numbers (LUNs), hypervisors, and databases; they are often used in SAN environments, where they’re called storage snapshots. Null modem cables are used to link modem devices directly together. On the left, click CD/DVD, and on the right, click Use ISO Image File. DDR Double data rate
(DDR) memory increases data transfer rates to and from memory, compared to single data rate (SDR); it’s all based on timing. When you test the theory and it proves to be effective in removal of the issue, you need to develop a plan of action. B and C are incorrect. Click Install Now. Which Windows command shows DHCP lease information? Modern
projectors support Wi-Fi, so they can be discovered on the network—but, again, there’s not a huge threat here. The wording on signage can be important for legal reasons: you don’t want parties claiming they didn’t know they were being watched and that their privacy rights have been violated. UPS systems enables servers to shut down properly
instead of abruptly, which can corrupt open files. Layer 7 C. Layer 3 switches add routing capabilities. The Teredo server must reside on the IPv4 Internet. If you're lucky, you’ll be able to rebuild affected systems quickly from images and backup—but it’s not always that easy. Then click Next. Some servers will accept only double data rate 3 (DDR3)
memory, others use DDR4, and so on. Most bare metal Figure 8-8 Windows Server 2012 bare metal backup option Chapter 8: Preparing for the Worst 321 tools use recovery points, which are essentially snapshots of changes at various points in time. power supply unit (PSU) A computer component that transforms AC power supplied by the
power company to lower voltage DC power for internal components. Configure servers and their IT workloads. Samba enables Linux clients to contact Windows SMB shared resources. False positives D. Imagine a network problem created by switch VLANs that have been incorrectly implemented in a large data center. In an attempt to save disk
space, Sean wants to store multiple Windows Server 2012 images in a single .WIM file. USB A. Server hardware normally supports RAID integrated on the motherboard; otherwise software RAID within the operating system can be used. ¢ Full ¢ Differential * Incremental ¢ Snapshot ¢« Bare metal ¢« Are backups being performed over slow network
links? Network Optimization In addition to getting faster network equipment (switches, routers, NICs) or Internet connections, you can improve network performance with what you already have. Type get-windowsfeature *backup* to list server components that contain the word “backup.” Notice that the Windows Server Backup component is not
installed (no X in the box). Disk mirroring is not used to replicate data between sites. Monitor servers and their IT workloads. Government laws and regulations in some parts of the world require that specific disk scrubbing solutions be used to ensure there are no data remnants. Click Software Selection and choose Server With A GUI. Type 2 C. If you
were to store those five images in a single .WIM, the total consumed disk space might be only 25GB. Your organization’s ISP provides the company with a single network address of 200.200.1.0/24. 12 Troubleshooting . Stacey needs access to budget files stored on a file server in a folder called Budgets. Some network software will allow you to
specify the port number that it listens on while others will not. If prompted when you start Wireshark, click the network interface whose Packets column displays a changing number (this means network activity). From the taskbar, start PowerShell; this is the second icon to the right of the Start button. PXE booting makes it possible to boot from a
NIC to retrieve a small operating system from a boot server that runs locally in server RAM. malware Malicious software such as a virus, worm, and spyware. Unimode C. Figure 6-17 Windows BitLocker settings CompTIA Server+ Certification All-in-One Exam Guide 240 The certificate contains a unique public and private key pair for the user that
is employed for EFS encryption and decryption. This saves technicians from having to configure IP settings manually on each and every device. Careful arrangement of equipment can allow for optimal airflow, and ensuring adequate temperature and humidity control goes a long way toward ensuring that hardware runs at peak efficiency and has the
longest life possible. Identify federation strives to provide a single centralized identity store. ¢ Disable unused accounts. You are configuring firewall ACLs. You need to ensure that NTP traffic is allowed through. Virtual is not a server form factor. 268 Software Problems and Solutions . ¢ Identify and prioritize assets. 1.75-inch B. Depending on the
media, you might get from 200 to 1000 writes before the media needs to be replaced. Click Next on the Welcome to the New Zone Wizard. have to acquire rail kits. The Virtual Machine File System (VMFS) is specific to VMware. Our focus will be on operating system virtualization. Other Linux distributions might first require a package to be installed
before file encryption is possible. 187 UDP . Figure A-3 Windows Server 2012 R2 download web page CompTIA Server+ Certification All-in-One Exam Guide 346 Figure A-4 Red Hat Enterprise Linux 7.1 download web page Lab Exercise Miscellany When installing both the Windows and Linux operating systems in VMware Workstation during
the lab exercises, you’ll be prompted to specify a password. When routing cables around corners, make sure you don’t exceed the cable bend radius, which determines the degree to which you can bend a cable without damaging the wires inside it. Certified technicians follow proper procedures when replacing failed components such as Fibre Channel
HBAs or motherboards. For example, either you can change the date and time on a server, or you cannot. The server is mounted into rails on a server rack. Click the green plus sign at the top of the screen to add monitored items. * Conduct periodic BCP drills. Depending on your environment, you may not need or use a print server; instead, client
devices can be configured to print directly to network-based printers, but this lack of centralized management control can prove challenging on a larger network. What should the technician do next? This requires an additional IP configuration because the server OS does not have to be running. Cable Labeling Most people like spaghetti, but not in
server rooms. Exercise 4-2: Use the Red Hat Enterprise Linux 7 iSCSI Initiator to Connect to an iSCSI Target 1. Either way, rights and permissions can be assigned to users, groups, or roles, or they can be assigned conditionally based on attributes. Firmware and driver updates should be applied for optimal stability and functionality. USB 23. 6to4
enables IPv6 networks to communicate over the IPv4 Internet; routers in both locations must support IPv6 on their internal interfaces. You’ll find more about UPSs in Chapter 8. Study4Exam helps you to remove these doubts with 3 formats of its CompTIA SK0-004 exam preparation. Enter 145GB as the size and click Next. The maximum amount of
tolerable downtime D. The internal network for a company might use a different DNS domain name such as mheducation.local. Cloud Backup Security The first security consideration is how to connect to the cloud provider’s data center. Most UPSs express their power ratings in either kilowatts (kW) or volt-amperes (VA). Server replication solutions
include commonly used tools such as Windows DFSR and rsync, which can run on Windows and Linux platforms. eFAT B. ¢ Read questions and all answers thoroughly. Troubleshooting Methodology Follow the standard troubleshooting steps: 1. MAC 19. He enjoys spending time with his spouse, Stacey; children, Roman, Trinity, Raylee, Anastasia, and
Zoey; and the family dogs, Dori and Bailey. Add a check mark to Active Directory Certificate Services. You may want to keep the following hardware and software tools handy when troubleshooting server and network hardware issues: * Multimeter to test power supplies * Hardware diagnostic tools for memory (seen in Figure 7-5), RAID controllers,
disks, motherboards, expansion cards * Can of compressed air for removing dust ¢ Antistatic wrist straps and ESD mats * Tool for testing bad RAM chips Software Problems and Solutions More often than not, you’ll be troubleshooting software issues instead of hardware issues. Multimeters can be used to verify that the correct voltage is delivered
from power supplies to components. xvii Acknowledgments . You should see the “Source” as being one of the pool.ntp.org servers. 284 Too Much Running . Notice all of the captured network packets. Figure 3-2 shows the Add Roles and Features Wizard that is used to add roles to a Windows server. VLAN spanning tree is not a type of VLAN
attack. Permissions inheritance can be altered by clicking the Disable Inheritance button— you get to this screen by right-clicking a file or folder and choosing Properties, click the Security tab, then click the Advanced button. Adobe Acrobat, Adobe Reader, or Adobe Digital Editions is required to view the file on your computer. Multiple DNS servers
can be used for high availability and better performance. Inches C. What term is used to refer to a host with at least two network interfaces? Or a client desktop might require a unique PKI certificate before being given access to a restricted web site. Linux server administrators can use the chmod command to work with file system permissions. AAAA
8. ipconfig /all D. public key authentication Authentication that uses a related public key and private key pair instead of the standard username and password. time-domain reflectometer (TDR) A device that determines the quality of metallic cables by observing reflected waveforms. Chapter 7: Troubleshooting and Performance Optimization 267
From a consulting perspective, the problem isn’t solved until the customer is satisfied. Hardware for the hypervisor must be planned relative to the virtual machines and their workloads that it will host. Most servers these days use network storage, so the power consumption in this case would apply to the storage enclosure itself and not the server.
Notice the Network Adapter on the left. These days, all of this can be automated and is readily accessible for small, medium, and large enterprises. 144 Hands-on Exercises . * Determine whether alternate sites will be used. From the Start menu, type perfmon.exe and press enter to start Performance Monitor. Once OS and application software is
installed, patched, and configured, data is required. POP uses TCP port 110, SNMP is UDP 161, and IMAP is TCP 143. UDP 161 is for SNMP, TCP 161 and 123 are not normally used. Bear in mind that SSDs draw less power than traditional spinning hard disks. Prior to WINS servers becoming common, each Microsoft system used a local text file
called Imhosts to resolve NetBIOS computer names to IP addresses. Monitoring Monitoring the performance of servers is an ongoing task. If a server fails, users get redirected to the network service on a running server. * Log forwarding is possible using Windows Event Log Forwarding and Linux syslog forwarding. In the packet header section,
expand the Ethernet II header. To run, the screen resolution must be set to 1024 x 768 or higher. Type ipconfig /all to verify the DNS server being used by the interfaces is 127.0.0.1, as shown in the following illustration. 31 Memory . The mathematically related private key is stored on the administrator’s workstation. ¢ Satisfy the end user. Disk
space capacity A, C. So a device with a MAC address of 90-48-9A-11-BD-6F could be configured to be in VLAN1. Choose Create A New Virtual Disk, and click Next. Microsoft AD DS, or simply AD, is LDAP-compliant. This chapter focuses on how to troubleshoot a wide variety of issues to get people productive as quickly as possible. 165 Cable Types
fe80 is a valid IPv6 link-local address prefix. CompTIA Server+ Certification All-in-One Exam Guide 248 22. Which statement regarding software iSCSI initiators is true? €€ Windows Server 2012 R2 NIC teaming reference. 351 Virtualization . Cable management arms contain server cables and fold out when the server is slid out on rails. plug-and-
play (PnP) A device that can be automatically discovered and used when installed while the computer is still powered on. Check the obvious! With regard to the scope issue, once you begin to formulate a theory of probable cause, you might find that this symptom occurs on other servers or devices, too. Rack-mounted C. This is done with the TCP
three-way handshake. He later realizes the interswitch connection is not working. 335 Appendix A About the Hands-on Exercises and Lab Set-up . The same type of activity takes place on the other end of the connection, but instead it moves up the layers of the OSI model. The server role and number of clients it will serve dictate how much
horsepower is needed. Asynchronous replication includes a slight delay before data is written to alternate sites, and as a result this is less expensive than synchronous solutions. Create a DR plan for each IT service. From the list of operating systems to install, choose the second option, Windows Server 2012 R2 Standard Evaluation (Server with a
GUI), and then click Next. For instance, flawed firmware code could cause server operating system instability. Chapter 8: Preparing for the Worst 337 7. routetrace D. This file is viewable on your computer and many portable devices. Enter-PsSession -computername Serverl Get-Service You can interactively start a remote PowerShell session on a
remote host. The hit rate indicates that when the CPU needed instructions or data, it was retrieved from cache (a hit) instead of from another slower location (such as finding data in L1 cache instead of L2). As users, we normally have a name, but we need the corresponding IP address (your computer needs an IP address, not a name), and this is
called a forward lookup. Host-based firewall Every device (including smartphones), where possible, should be running a host-based firewall to control inbound and outbound traffic for that device. Ensure that you are logged into Srv2012-1 with the Administrator account. exabyte One quintillion, or 1018, bytes. Hot sites stay up-to-date with
continuous data protection (CDP) replication between sites, so that data is accessible from the hot site should the primary site become inaccessible. For example, to display routes, you would type route print, as shown in Figure 7-14. As you configure three new server disk volumes, you are unsure as to how large each volume should be. @€ Download
page for Red Hat Enterprise Linux. Imagine a data center with 1000 hypervisor operating systems, which, of course, will need updates on a continuous basis. Guest 20. PXE CompTIA Server+ Certification All-in-One Exam Guide 110 4. Server management C. As an IT service consumer, you may have to adhere to certain rules, such as how servers are
used or what updates and software are allowed on servers. Well, for disk space our statement of wisdom will be, “If you make it available, it will be consumed.” As storage capacity increases and becomes affordable, we seem to have a need to gobble it all up for storing movies, music collections, company data, operating system images, and so on. D D.
This means IPv6 has many more unique IP addresses compared to IPv4. tower server A computer intended to be a server in an upright case that can stand alone. PowerShell will then return info about the DNS server, including the zones. The most common use is to allow internal hosts to gain Internet access where the source IP address for
outgoing transmissions is translated to the NAT router’s public interface IP address. Administrators must assign the appropriate share and NTFS file system permissions to access control lists (ACLs) to give user access; more on this in Chapter 6. A new web server is installed with an Intranet web site. Exercise 7-3: Use Windows PowerShell to
Retrieve Event Log Information 1. Packets destined for port 25 are not broadcast packets, nor are they DNS queries, which use UDP port 53, or web server requests, which would use TCP port 80 or 443. The Linux traceroute command shows information for each router crossed when communicating with remote hosts. On the right, right-click the
Contracts folder and choose Restore Previous Versions. hard disk drive (HDD) A magnetic data storage device that stores information on rigid, rotating platters. The idea is that edge devices (RADIUS clients) forward authentication requests from connecting devices and users (supplicants) before allowing network access. PXE B. AD is a replicated
network database that is synchronized between domain controllers (DCs). One benefit of VMFS is that it enables the live migration (moving) of virtual machines between VMware ESXi hosts with zero downtime. Web-based and desktop CompTIA SK0-004 practice exams are available to help you do self-assessment. If you like UNIX-style shells and
scripts, you'll feel right at home in OS X at a terminal prompt. Don’t waste your time and concentrate on such learning content which is expected in the actual exam. Requirements for Hands-on Exercises You'll need VMware Workstation 10.x as well as the installation media for Windows Server 2012 R2 and Red Hat Enterprise Linux Server 7 to
follow along with the hands-on exercises in this book. You need to be familiar with server types and components, virtualization, IPv4 and IPv6 networking, cloud computing, operating systems, network storage, security, and troubleshooting. UNIX, Linux, and Windows can be used for most standard uses such as file servers, mail servers, and Directory
servers, but in some cases a line of business application will require a specific platform. Internal Windows server 192.168.1.200 Router public IP 200.1.1.1 PAT router 192.168.1.200:4567 - 200.1.1.1:3000 192.168.1.210:5678 - 200.1.1.1:3546 Internal Linux server 192.168.1.210 Figure 5-8 PAT router port table CompTIA Server+ Certification All-in-
One Exam Guide 178 IP The Internet Protocol (IP) is a big deal. We talked about encrypting data as it gets transmitted over the network; here the focus is on protecting data when it’s stored on media. The type of NIC and distance are not distinguishing differences between different copper cable categories. 191 Exercise 5-1: Manually Configure IPv6
on Windows Server 2012 R2 . CompTIA Server+ Certification All-in-One Exam Guide 234 VPNs A VPN provides an encrypted, secured connection to a target private network over an untrusted network such as the Internet. Other than acquiring additional network addresses, your only option is to subnet. From the VMware VM menu, choose
Settings. You will notice the inet6 listed address of 1:2:3:4::bcde. KVM D. thin provisioning Enables storage to be configured without knowing the size required. Change the size to 10 GB and click Next. Which items would be available at a warm site? The hypervisor itself has direct access to physical hardware, and it controls hardware resource
access between VMs. You'll hear this sometimes referred to as a bare-metal hypervisor. 383 Installing and Running Total Tester Premium Practice Exam Software . This isn’t the case with other server form factors such as blade servers, however, although blades can use rack-mounted storage devices; the storage just isn’t physically installed inside
the blade. HHDD is a fictitious acronym. Why? 146 Exercise 4-3: Configure Software RAID Using Windows Server 2012 R2 . chapter Security In this chapter, you will « Examine different types of security controls « Determine how to secure resource access * Identify best practices for hardening networks and servers * Learn how encryption protects
server data This chapter provides a great reference for technicians responsible for setting up security controls that protect not only servers, but the network environment in which those servers live. Google data center video tour. This is done when additional network addresses cannot be acquired. * Exam objectives for key study points. You may have
to enter a PIN to use a card, but it’s still very easy to use. fe80::883b:ced4:63f3:f297 B. Peripheral Component Interconnect (PCI) A standard parallel-based bus that is used to attach hardware devices to a computer. NAT 13. Insufficient disk space B. Start Windows Explorer and verify that C:\Contracts has been restored. Near-field communication
(NFCQC) is a short-distance wireless standard used often by payment cards and terminals. chmod (change mode) is used to set Linux file system permissions. CompTIA Server+ Certification All-in-One Exam Guide 336 3. Which factor enables up-to-date hot site data? But how many bits of the 8 must you use to address three additional subnets? Figure 8-
5 shows the backup feature available with the Windows Server 2012 R2 operating system. If someone can execute the script, it will run with the permissions of whoever the file owner is (find this out by typing Is -1). straight-through cable The type of cable used when RJ-45 connectors at each end have the same pinout; normally used to connect
computing devices to network switches. Most of today’s organizations have additional data backup options including cloud backup solutions, although some types of data might be restricted from this type of backup. Directory Services A directory service is a network database containing network-related objects such as users, computers, and groups.
Printing these values on small stickers or cable labels makes your life much easier when you're tracing cables and troubleshooting. NTFS and VMFS are file systems that are not required for network storage. This backup type takes the least amount of time but takes the most time to restore. Servers offer some kind of a service to clients over the
network, such as a web server offering a web site to a client’s web browser. DAS refers to direct-attached, or local server, storage. LC C. To decrypt files, the user’s private key (from their PKI certificate) reveals the FEK, which in turn decrypts the blocks of data. Choose Use The Following IP Address and enter 200.1.1.1. Ensure the Subnet Mask is
set to 255.255.255.0 and the Preferred DNS Server is set to 127.0.0.1. Click OK and then Close. . High RTO C. When subnetting, all affected devices use the same new subnet mask. Full and copy backups are the quickest to restore since only a single backup set is needed. Windows begins copying files. This aligns with SLA guarantees in this context.
Blade house B. As with applying permissions to any resource, groups are normally used. The following example synchronizes the /budgets/2016 folder from a server named server?2 to a local folder called /incoming/rsync. Host-based Firewalls A host-based firewall runs as software on a specific host. On the Software Updates screen, deselect Check For
Product Updates On Startup, and then click Next. Our bodies and clothing can build up a static charge, especially in a low-humidity environment. Instead of a subnet mask, IPv6 terminology favors “network prefix,” and it is expressed in Classless Inter-Domain Routing (CIDR) format, such as /64, shown in Figure 5-10. MDM tasks include * Software
deployment ¢« Update deployment * Device configuration policies * Device partitioning Administrators can remotely wipe lost or stolen smartphones to protect sensitive data and apps, as shown in Figure 6-20. Right-click the Contract A file and choose Copy. customer replaceable units (CRUs) Components provided under warranty by a vendor that
get installed by the customer. RAID 1 ¢ Uses disk mirroring * Requires at least two disks * Data written to a disk partition on one disk is also written to a disk partition on a different disk * Can use only 50 percent of your disk space * Tolerates a disk failure * Does not replace backups CompTIA Server+ Certification All-in-One Exam Guide 140 RAID 1
- Disk Mirroring Data in its entirety is written to two separate disks. mail exchanger (MX) record A resource record in DNS that specifies a mail server responsible for a specific domain. Restores using incremental backups means restoring the last full backup and each incremental backup to the point of failure. Add one hot spare to the RAID 5
array. 12. VMFS is a file system specific to VMware hosts that enables concurrent reading and writing to a disk volume by multiple cluster nodes, similar to Microsoft CSV. Click CD/DVD, and then, on the right, click Use ISO Image File. As long as the server has a USB interface, you’ll be able to plug in an external optical drive if needed. OTDR D.
Single-mode fiber is often used over longer distances and is more expensive than multi-mode. Click Next twice. You can use an exam voucher if you have one; otherwise, the cost is USD $285. Bare metal B. 359 1.2 Given a scenario, install, configure and maintain server components . Password, PIN CompTIA Server+ Certification All-in-One Exam
Guide 252 5. IDS/IPS Use intrusion detection and prevention solutions on networks and hosts where appropriate. What role does a default gateway perform in an IPv4/IPv6 environment? Add a second network adapter for the server 15. 83 Installing a Type 1 Hypervisor . Notice the IP address information listed for the Internal and ExternalNAT
network adapters. You might want VLANSs to isolate network traffic for performance or security reasons. Many servers use memory chips that can detect and fix memory corruption errors; this is known as Error Correcting Code (ECC) memory. On the Confirmation screen, click Backup. 359 1.0 Server Architecture . You'll see that all your internal
devices appear to be coming from the same Internet IP address. This is the most common type of main system memory. Copy C. managed-pki-service Cloud-based managed PKI service. Assess risk A. 363 2.5 Explain the importance of asset management and documentation . To prevent similar problems in the future, remember that the key
question is, “Why?” The following list offers a sense of how to deal with root cause analysis: * Why did machines get infected with malware? This enables remote server access even over the Internet, and it can enable hardware-level (out-of-band) remote access if that is supported by your server hardware. Open the Alert Action tab and check the
logging option. Enter get-eventlog system. This type of address has an FE80 network prefix, and it’s used by IPv6 to discover network devices and router network prefixes using multicast transmissions. Some equipment (notably telecommunications) reduces voltage (-48 volts) for the proper functioning of integrated circuits (ICs). 248 Logical Access
Control . PTR C. Hot Site A hot site is an alternate location that can actively continue business operations at a moment’s notice when the primary site becomes unavailable. PCI full-height cards take more space than the related lower profile cards, and depending on the server case and motherboard form factors, a full-height card might not fit
properly. DNS server root hints allow for Internet name resolution. Then put preventative measures in place to ensure that the same issue doesn’t occur again. Multihomed C. IPSec can encrypt and sign network transmissions and can also be used with IPv4. You can then select Practice Mode, Exam Mode, or Custom Mode. Use a separate VLAN for
iSCSI. A disk write to one disk is duplicated on another disk. Filters are created to determine which type of messages are forwarded to other hosts. Once your theory is determined to be a viable resolution to the problem, formulate the appropriate steps to be taken in the production environment. multifactor authentication (MFA) A method of
computer access authentication that relies on at least two of the following: something you know, something you have, or something you are. As with most technology, tape capacities, number of writes, and transfer speeds change frequently. Insufficient disk space C. « Enable CPU No-eXecute (NX bit) at the BIOS level. If you choose to log in to Linux
with a regular (nonroot) user account, you'll have to precede the command instructions in this lab with sudo followed by a space. Disaster recovery (DR) and business continuity relate to matters such as * Determining the impact of interruptions ¢ Duplication (removing single points of failure) « Data replication * Data backup ¢ Alternate locations to
resume business operations You can’t prevent all adverse situations, but you can minimize the unfavorable impacts against servers and business operations. R]-11 connectors are used with telephone cables. An incorrect subnet mask, default gateway, or DNS server won’t matter if the station is using a 169.254 address prefix. 246 Exercise 6-7: Enable
Encrypted Communication on a Windows IIS Web Server . Warm D. The Snort command line or configuration file specifies output log file locations for alert messages. Table C-1 Server Installation Best Practices Virtualization Virtual servers can run on-premises or in the public cloud. Being a server expert is much different today from what it was
in the 1990s, and that’s going back only 20 or so years! If you’ve been working in IT for a while, you might agree that there was a time when * We could know everything about a server operating system. L1 cache is high-speed memory that is used by the CPU to fetch instructions and/or data quickly that has already been accessed. For example, when
provisioning virtual machines in the cloud, we can opt for better performance by choosing a higher disk IOPS value. Chapter 6: Security 213 Figure 6-2 Mapping an LDAP attribute to an outgoing claim Exam Tip Watch out for questions that reference multifactor authentication, and make sure the methods are from different authentication
categories. For cloud-computing consumers, additional storage can be provisioned in seconds with the click of a mouse. Backup frequency Your company may have a very low tolerance for downtime and data loss. Follow these steps to install the product: 1. 6to4 An IPv6 transition technology that allows IPv6 traffic over the IPv4 Internet. 347 B
CompTIA Server+ Certification All-in-One Exam Guide 348 €4 IPv6 transition technologies. Exercise 3-6: Install the Red Hat Enterprise Linux 7 Operating System 1. 265 Establish a Plan of Action . 360 1.3 Compare and contrast power and cooling components . It generally handles buses or interfaces that do not need direct access to the CPU or
that do not need much bandwidth, such as PCI. On the Specify Destination Type screen, choose Back Up To A Volume. Windows servers allow two DHCP hosts to replicate DHCP configuration and lease data between each other. The operating system has not been updated. Deep Packet Inspection In addition to basic firewall packet filtering (IP
addresses, port numbers, protocol types), deep packet inspection (DPI) is a given with networkbased firewalls. Digital Linear Tape (DLT) The industry standard for tape backup media, DLT is often used for long-term archiving. There are a few theories: * We have 10 digits on our two hands. Initiators and targets do not have to reside on the same
subnet. The machine must be configured with a private IPv4 address. This exercise does not actually install the Linux operating system; it just gets the virtual hardware configured for use in later exercise. Select C:\ and then click the Settings button. Chapter 5 dives into the DHCP packet exchange between DHCP clients and servers. 443 CompTIA
Server+ Certification All-in-One Exam Guide 202 Questions and Answers 1. Uncheck the option for changing the password at next logon and then click Next and then Finish. NIC teaming B. The private key is sensitive and must not be shared with other parties. 10 Hardening . Also called 10GBase-T. Repeat steps 4-6 in this exercise, except enter
fdisk with /dev/sdc instead of /dev/sdb. Then click Create and Close. Collectively, some technicians will refer to all of the buses as simply “the bus.” The bus speed (usually expressed in megahertz, or MHz) is different from the internal CPU speed, and it does determine how quickly data gets to and from certain areas of the system. Configure BIOS disk
striping. The commands ipconfig in Windows and ifconfig in Linux do not show routing table information, and ip route show is a Linux command. Hardware Requirements To facilitate the installation and configuration of the Windows and Linux operating systems, the lab exercises are written to be used on VMware Workstation 10 virtual machines.
CompTIA Server+ Certification All-in-One Exam Guide 208 19. But what if the server hangs and doesn’t respond? Given an IP address, a DNS server can also perform a reverse lookup to return a name. 266 Perform Root Cause Analysis . 83 Server Administration Methods . RAID controllers CompTIA Server+ Certification All-in-One Exam Guide
62 B. 244 Exercise 6-4: Use EFS to Encrypt Files in Windows . This can become tricky when you rely on other parties to provide accurate information about the problem. Tape media normally contains sensitive information and should be encrypted in case the tapes fall into the wrong hands. Less power consumption D. Many rack systems for data
centers have doors on the front and back that can be locked; this controls physical access to the fronts and backs of rack-mounted equipment. Linux is already installed (it had to have worked somehow at some point for the installation to complete); the quick and simple solutions is to disable UEFI Secure Boot. * Solution: Block personal USB device
use. Note Not only do motherboards have BIOS settings, but expansion cards, such as disk RAID controllers, have BIOS settings, too. Command line tools provide a way for you to automate repetitive tasks by creating scripts containing the relevant commands. CAT7 Category 7 copper-wire network cabling that is designed to support up to 10
Gbps; uses individual wire pair shielding, which makes it useful in environments with high electromagnetic interference (EMI). « Ensure that you have access to two or more disks either locally or over a storage network. KVM enables technicians to switch to different servers for management, whether servers have physical connections to KVM or over
IP. CompTIA Server+ Certification All-in-One Exam Guide 356 Details to Consider Why It Is Relevant Mobile device corporate partition This enables selective wipe of corporate apps, settings, and data if the mobile device is lost or stolen. The PAT router uses a unique source port number from the internal sending machine to track external
connections and their responses. Whether you are applying an image or installing from source media, you can also create an answer file to automate some or all of the OS installation. Your VPN requires multifactor authentication. There are also tools available to measure where your current disk space is being used to aid in planning future storage
capacity. They are the successors to WEP. Storage Problems and Solutions Physical storage device and cable issues can sometimes be the source of problems. Firewalls Firewalls regulate traffic into and out of networks and individual hosts. UEFI A. SANs are local server storage and NAS is not. Routers are Layer 3 (the network layer) devices. Right-
click the Internal adapter and choose Properties. The more stuff you have installed and running, the greater the likelihood of something going wrong. Again, it sounds like it could be a network issue, but if other users can access that same resource, we know that’s not the case. Wi-Fi is not short-range and is not used by payment systems; neither is
4G, a cellular data network standard. ABS is not a valid term in this context. Flash drives are SSDs with no mechanical parts—everything is electronic. ISATAP C. Imagine a mission-critical database server running in a virtual machine that no longer boots. Save the file as c:\budgets\ budgetl.txt and close Notepad. Windows Server installations can be
automated using an XML answer file created with the Windows System Image Manager (SIM) tool. This also holds true for firmware updates for motherboard BIOS/UEFI, printer firmware, router firmware, and so on. Another MBR option is to create three primary partitions and one extended partition in which you can then create multiple logical
drives, but this is rare these days. encryption Scrambling of data. Web Server Web servers use the HyperText Transfer Protocol (HTTP) or its secured variant (HTTPS) to present content to a web browser. Are the storage disks located inside the server itself, or are they accessible over an enterprise network? Enter cd /backup. TCP A. This level of
access is not needed and violates the principle of least privilege. You can see the actuator arm extended over the hard disk platter in Figure 4-1. Review the BCP with the BCP team. This will bring up the network interface. To uninstall the Total Tester software, go to Start | Control Panel | Programs And Features, and then select the Total Tester
program. There are two general types of fiber-optic cabling: single-mode and multi-mode. 226 Security Zones . In reality, the stronger flow of electrons is of concern for personal safety and to CompTIA Server+ Certification All-in-One Exam Guide 42 prevent damage to equipment, but the good news is there are preventative measures we can take!
ESD can be controlled in a number of ways: « ESD strap (bracelet) Connect the alligator clip to the computer chassis. Malware B. Although the role of a server (the centralized serving of content and services to concurrent users over a network) hasn’t changed much over the decades, the scale of clients demanding quick and reliable access, the
amount of data processed, as well as how servers are implemented, have changed. xix Chapter 1 Introduction to CompTIA Server+ Essentials . Examples include sales.mheducation.local and hr.mheducation.local, which could each have data stored on a different DNS server. And, generally, you pay only for the time the virtual server is running—no
wonder its popularity has soared! Note Throughout this book you will learn about not only Windows Server operating systems, but also Red Hat Enterprise Linux, in both physical and virtual environments. GPT is a newer, 64-bit standard for initializing disk space that supports many very large partitions (the values vary depending on the operating
system and file system used). VLANSs can be configured within network switches to group machines that communicate often with one another into smaller networks. The machine is not configured with a DNS server IP address. Roles Roles are similar to groups, but one difference is that a role might apply to a single individual, such as a CEO. Server
Roles The type of workload handled by a server must be planned before server installation, and in some cases, these roles can be co-located on the same server. Client ports and channels are used for network services to transmit data back to clients, and the values are always above 1024. The testing center will also take a picture of you for your exam
score report, so make sure you look your best! Smartphones, books, or notes are not allowed in the testing room with you. Remember to read the documentation for your specific solution to see what is and is not supported. Fire suppression D. chmod is used to set Linux file system permissions. PKI A Public Key Infrastructure (PKI) is a hierarchy of
digital security certificates issued to users, devices, or services for the purposes of security. DVD D. 44 Air Flow . Select the Contracts folder. ReFS is a newer file system made available in the Windows Server 2012 R2 OS that is designed to be more resilient to file system corruption. Enables servers to perform graceful shutdowns B. A virtual
machine deployed on-premises or in the cloud can use virtual machine images (or templates), which allow easy server deployment in mere minutes. cipher Questions and Answers 1. Also called OSI Layer 7 inspection. Higher Salaries IT professionals with certifications on their resume command better jobs, earn higher salaries, and have more doors
open to new multi-industry opportunities. The Linux UID bit runs a script as the owner, not the invoker. Your network uses four Ethernet switches linked together to interconnect 80 computers. Server room racks might not be fully populated with devices, and remember that vented rack blanking panels can be used to control airflow. D. For questions
about book content, e-mail [email protected] For customers outside the United States, e-mail [email protected] glossary 1-phase power Designed for moderate power requirements, this is normally used in households. A full rack can weigh hundreds of pounds; floors must be able to support these loads properly. PCI is rated between 133 and 800
MBps, depending on 32- or 64-bit and the frequency used. Chapter 8: Preparing for the Worst 323 Cloud Backup Over the last few years, individuals as well as organizations have begun trusting public cloud providers with their data. Set the sampling interval to every 15 minutes. You can find this information by searching the Internet, by visiting the
vendor’s web site, or by capturing network traffic related to a specific device type during DHCP transmissions. 250 Questions . A time-domain reflectometer (TDR) is used to measure the continuity of electronic signals through circuit boards and the wires within a network cable to identify faults. The midplane is a printed circuit board (PCB) with
server blades that connect on one side (the front) and other components accessible on the other side (the back). Breaking large networks into smaller ones makes network transmissions much more efficient and essentially speeds up the network. GPT provides up to 128 disk partitions compared to MBR’s maximum of 4. VMware Workstation 10
running on your physical Windows computer Windows Server 2012 R2 Windows Server 2012 R2 Red Hat Enterprise Linux 7.1 Srv2012-1 Srv2012-2 Rhel7-1 192.168.1.200/24 DHCP Client 192.168.1.210/24 Figure A-1 Virtual machine layout used in lab exercises 341 A CompTIA Server+ Certification All-in-One Exam Guide 342 Windows The
Windows Server operating system is widely used around the world in numerous industries. UDP 3389 is not normally used. Notice you can also schedule reports. But isn’t that the same as a USB drive? Logical Access Control Users can be placed into groups or roles, which are granted permissions to resources. Click the Scope tab. 19. 65
Infrastructure Roles . RAID is used to squeeze more disk I/O performance (multiple disks reading and writing instead of just one) and to provide fault tolerance (disks that will fail). Out-of-band administration provides hardware-level remote access to a host without relying on the OS software running. This is solved by adding a new trusted
certificate signer to the web browser device. You can also flag certain questions for review; an item review screen will appear after the last question, where you can review some or all of your answers before ending the exam. Believe it or not, June 6, 2012, was World IPv6 Launch day. NAS can come in the form of a hardware appliance, such as the
Dell device shown in Figure 4-5—essentially a disk enclosure with wired and wireless network connectivity Figure 4-4 Accessing cloud storage from an Android smartphone CompTIA Server+ Certification All-in-One Exam Guide 130 Figure 4-5 PowerVault NX3200 NAS device, Courtesy of Dell Inc. Enter get-eventlog system -entrytype warning |
more. “Single” doesn’t mean it can’t be replicated to multiple servers. You switch to different servers to manage them locally. Choose Use The Following IP Address and enter the following values: IP address: 192.168.1.200 Subnet mask: 255.255.255.0 23. 362 2.3 Given a scenario, use access and control methods to administer a server . Note

There is no IPv5; IPv6 is newer than the 1970s-era IPv4, although IPv6 has yet to be widely adopted within the enterprise. SSH is used to manage any device securely and remotely with an SSH listener. 329 Disaster Recovery Plan . Ventilation C. IDS and IPS solutions can run on a specific host or on the network to view all network traffic, if placed
properly. 197 Questions . Click Next and then Finish. Tower servers take up the most space. This means the hypervisor does not have direct access to hardware; the u nderlying operating system does. “Scrubbing” in this context means making it as difficult as possible to retrieve data previously stored on the media. About the Technical Editor S.
Chapter 4: Storage 159 9. CompTIA Server+ Certification All-in-One Exam Guide 48 Exercise 2-3: Create a Red Hat Enterprise Linux 7 Virtual Machine Configuration Make sure the lab setup instructions in Appendix A have been completed before attempting this exercise. Some BIOS firmware will briefly display a message telling you what to press.
Be sure about the deletion of cloud data. Recovery of the OS, apps, and data can be done from local media or from a network server. These are often called “perimeter firewalls.” Routers can be configured with network access control lists (ACLs) to control inbound and outbound traffic. Press enter after each command you type in the following steps.
Windows computers use the Windows firewall (configured through the GUI or the command line), while UNIX and Linux systems can use command line tools such as iptables. firmware Software stored in a chip. Hardware Hardening In addition to applying the latest firmware updates for server hardware, applying firmware updates for network
infrastructure and network devices is crucial. Older office phone systems used private branch exchange (PBX) devices (or virtual machine appliances). * Faster CPU cores are, of course, preferred. ¢ Reliability Is the offsite tape storage provider trustworthy? Type of expansion card B. How is data transmitted throughout a computer system? Power
on the island is unreliable and you want to prevent servers from abruptly shutting down. 18 Chapter 2 Server Hardware . The only issue is whether or not the existing equipment can transmit or receive at the rated speeds for the cable standard. They are used to route network packets. In the left-hand navigator, right-click Storage Reports
Management and choose Generate Reports Now. Many organizations pay a small monthly stipend to employees to offset the cost of the devices. Type nslookup followed by www.fakezone.com, pressing enter after each command you type. Open the Projects folder. Payment cards normally encrypt wireless transmissions to the receiving terminal, and
these days that’s done often using near-field communication (NFC). ¢ Copies of log entries should be forwarded to a different host. Clients request the pages over TCP port 80 or 443 (HTTPS). com. You will see Primordial listed. This magnetic tape storage is used with tape backup and archiving systems and has been revised since its inception. 128
CompTIA Server+ Certification All-in-One Exam Guide x Direct-Attached Storage . How can this person know what servers are in place? All other trademarks are trademarks of their respective owners. In the Windows Setup dialog box, accept the defaults and click Next. Routers look at IP addresses to determine the best way to get traffic to a
remote network efficiently. 245 Exercise 6-6: Use iptables to Set Firewall Rules in Linux . Server room and data center designs call for special construction and fire-suppression mechanisms not only to extinguish fires, but also to minimize damage to electrical equipment. Watts are used to measure units of power. DDR3 chips cannot be physically
plugged into DDR4 sockets. diskstat The Linux iostat command displays disk device read and write statistics. Which troubleshooting step involves questioning stakeholders? For example, the Microsoft Azure cloud uses Network Security Groups (NSGs) to control inbound and outbound traffic at the subnet, virtual machine, and virtual NIC (VNIC)
levels, as shown in Figure 6-12. 90 Asset Life Cycle . Chapter 7 is chock-full of tips and tools at our disposal. Notice that the default group permissions for the root group are set to r-x. 250 Hardening . Fdisk C. Of course, many vendors have their own proprietary management and monitoring tools. Hot and Cold Air Separation Separating hot and
cold air is achieved using hot and cold aisles. CompTIA Server+ Certification All-in-One Exam Guide 162 18. 802.1x B. Through which methods can on-premises servers communicate with cloud-based virtual machine servers? What purpose does a UPS serve? 8 Maintenance . You are planning the cabling for your company’s data center. 19 inches C.
The IPv6 address prefix B. When you add the host name (normally www for Internet web sites), you get a fully qualified domain name (FQDN) such as www.mheducation.com. CompTIA Server+ Certification All-in-One Exam Guide 256 4. UTP does not have a shielding layer so it is more susceptible to EMI produced from objects such as machinery in a
manufacturing plant. Layer 7 Chapter 6: Security 255 Questions and Answers 1. Some firewalls look only at IP addresses, port numbers, and protocol types, while others (OSI Layer 7 firewalls) perform deep packet inspection. Set the w32time service startup type to automatic by typing set-service w32time -startuptype automatic. Data centers need
to fit as many servers as possible within a finite amount of space, so increasing server density is possible using smaller server form factors. Disaster Recovery Plan A disaster recovery (DR) plan is used to bring failed systems online as quickly and efficiently as possible. www.wireshark.org Network protocol analyzer. If, over time, you didn’t need all
of the storage, well, you paid for it all either way. Which features do NTFS file systems offer beyond FAT32 file systems? From the command prompt on a Windows computer, you use the ipconfig command to work with DHCP. Firewalls can be hardware- or software-based. 1. Enter-PSSession D. 321 On-premises Backup . Proper maintenance
includes applying firmware updates when they are available. Switch administrators can enforce strong port security, allowing connections from specific or a limited number of MAC addresses—and, of course, the latest firmware updates should always be applied to network equipment. The great thing about provisioning virtual server roles in the
public cloud (on provider equipment) is how quickly you can get servers up and running without an investment in hardware. Your on-premises storage (servers, storage enclosures) can be configured to replicate or back up to the cloud as well, so hybrid solutions are also possible. Write permission is not needed to run a script, and sudo is not required
to run a script. If you install Red Hat Enterprise Linux 7.1 as per the instruction in the lab exercise, the labs should run smoothly. Claire Yee, Jody McKenzie, and Poonam Bisht were the guiding lights as to what I should be doing, and when I should be doing it. Table C-3 will give you things to think about before jumping into a commitment with a
public cloud provider. « Apply operating system updates. Some disk I/O buses, such as some SCSI variants, required both ends of the bus to be terminated. Enter ProjectManagers for the name and click OK. disk mirroring Also called RAID 1, data written to one disk is also written to a second disk in case the first disk fails. Click Browse and select
the Windows Server 2012 R2 trial ISO file downloaded, as per the instructions in Appendix A. Chapter 4: Storage 141 RAID 6 * Uses double parity RAID ¢ Requires at least four disks ¢ Data to be written to disk is broken into blocks (stripes) that are evenly written across the disk array ¢ Stores two parity (error recovery) stripes on each disk * Never
stores parity and its related data on the same disk ¢ Tolerates two disk failures * Can reconstruct in memory and on demand any data from failed disks RAID 10 ¢ Uses RAID level 1, and then 0 ¢ Uses disk mirroring followed by striping ¢ Provides fault tolerance and performance ¢ Requires at least four disks ¢ Stripes data across mirrored pairs *
Tolerates multiple disk failures as long as they are not in the same mirrored pair * Is useful for busy (many reads/writes) databases Exam Tip You will be tested in some way on your RAID knowledge. 274 Windows Tools . A NIC team can be used to aggregate the bandwidth of multiple NICs together for better performance, or it can be used for
communications redundancy in case one NIC fails. ESD D. Encryption and decryption are possible using the GUI as well as the cipher.exe command line tool. Routers have at least two interfaces to interconnect networks. And it is a very big deal when it comes to data centers, because hundreds or thousands of customers’ data is stored in a data
center and is ideally replicated to other data centers for fault tolerance. Unlike DRAM, the information in memory does not need to be constantly refreshed. Given the Process Identifier (PID), the Linux kill command can terminate the process. The biggest problem with SSDs, at least at the time of this writing, is that larger capacity SSDs are more
expensive than the equivalent capacity magnetic hard disks. No, because it presents an electrocution risk and isn’t needed. 12 Optimizing Performance . The application layer (7) is involved at this point. Certificates are issued from a trusted authority to users, devices, or services, and they can exist as files on a disk or settings located in a secured
storage location (such as the Windows Certificate Store), or they might be written to a smartcard. Command line tools include the following: ¢ Diskpart.exe ¢ Defrag.exe * PowerShell cmdlets Chapter 7: Troubleshooting and Performance Optimization 275 Storage Problem Possible Cause Possible Solution Slow file access ¢ Failed RAID 5 array is
rebuilding data-ondemand in memory; can tolerate one disk failure in the array * Failure of RAID controller disk write cache or battery ¢ Disk array contains mismatched drive speeds ¢ Ensure that hot spare disks are always available ¢ Consider using RAID 6, which can tolerate two simultaneous drive failures * Without write caching, RAID arrays
cannot queue disk requests that cannot be services right away; replace faulty components ¢ Disk arrays with both slow and fast disks will use the slower speed Data unavailable ¢ Failed server ¢ Failed HBA * Ensure high availability with failover clustering, data backups, and data replication to other sites * Ensure redundant SAN paths in case of HBA
or switch failure Failed backup ¢ Failed network connection * Media failure * Ensure that there are redundant network connections for LAN and cloud-based backup * Ensure that extra backup media is always available, and store media appropriately * Perform period restore drills to ensure that restores will not fail * Have at least two backups of
critical data in case a restore from one fails Unavailable drives ¢ OS failure ¢ Physical disk failure ¢ RAID controller failure * Blade enclosure backplane failure ¢ Network connection failure Unable to mount storage device ¢ Corrupt file system ¢ Corrupt mass storage driver ¢ Insufficient user permissions ¢ Incorrect partition type Table 7-3 Common
Storage Issues and Solutions ¢ View LED indicators and drive error lights to catch problems before they grow ¢ Ensure redundant network paths to critical applications and data ¢ Failed RAID controllers or disk devices can sometimes be resolved by replacing failed components and attempting to rebuild the array ¢ Replace failed hardware
components ¢ For Windows, run a disk scan to ensure the file system is not corrupt ¢ For Linux and Windows, ensure that user permissions are configured correctly to enable users to mount local and network storage * Some OSs cannot properly read disk partitions created with other OS versions; use the correct partition type that is understandable
by the server OS CompTIA Server+ Certification All-in-One Exam Guide 276 Newer Windows OSs (such as Windows 10 and Windows Server 2012 R2) no longer include the old fdisk command line utility; it has been replaced with diskpart.exe. 193 Exercise 5-4: Use Wireshark to Capture and Analyze HTTP Traffic . Other hardware issues to watch
out for include the following: * Apply firmware patches. Exercise 4-3: Configure Software RAID Using Windows Server 2012 R2 This exercise demonstrates how two disk volumes can be thinly provisioned to use all available space in the storage pool. On the Shortcuts screen, click Next. Why can’t user stations reach the Internet? File Transfer
Protocol (FTP) A network protocol used to transfer files between servers and clients on a network. CompTIA Server+ Certification All-in-One Exam Guide 214 Figure 6-3 Configuring the RSA SecurID software token When you use your debit chip card to pay for something, you’'re using a smartcard. 3 Buses and Slots . 94 Patch Management
Double-click the Contract A file and enter the following text in the file: Sample Contract Line One. 307 Data Replication . DAC is nothing new, other than the fact that it is now built into the OS. 287 Network Optimization . transfer rate The speed at which data can be transmitted from one device to another. You can use packet sniffing
(capturing) tools such as Wireshark to analyze packets on the network as well as bad packet checksums. Expand Transmission Control Protocol. Figure 5-8 illustrates how many internal IP addresses can get to the Internet using a single public IP address by tracking port numbers. NICs have a unique hardware, or MAC, address. geofencing A virtual
barrier of geographic boundaries created by a feature in a program using GPS. Microsoft data center video tour. Hot and warm replication do not exist. Chapter 7: Troubleshooting and Performance Optimization 305 19. The chmod command also has a -R command line switch that recursively applies permissions to a directory and everything in and
under it. Note To view real-time log file updates in Linux, use tail -f—for example, tail -f /var/log/messages. A and D are incorrect. Which Linux command reports each router crossed when communicating with a remote host? The Internet consists of thousands of interconnected routers (many more than this if you count personal wireless routers that
many homes tend to use). What type of configuration redirects users from a failed server to another running instance of a network service? Choose Yes to delete the file permanently. 232 VPNs . Racks and rack-mounted equipment are measured in Us, where 1U is 1 3/4 inches in height. 81 Server Installation . Server Form Factors The most
common form factors are tower, rack-mounted, and blade servers. Prioritizing the impact of failed systems or data inaccessibility is part of a BIA. 38 USB . Also ensure that the Srv2012-1 virtual machine is running. If you are not prompted, choose Capture | Interfaces, and then choose the interface that has packet activity. CompTIA Server+
Certification All-in-One Exam Guide 314 Cloud providers use site-to-site replication between their data centers to ensure that customer IT services and data are highly available in the event of a data center failure. management information base (MIB) A database of configuration settings and statistics present on most network devices; queries from
an SNMP management console. Disk volumes grow over time as needed. ¢ Try to specify at least two DNS servers in case one becomes unavailable. EXT3 The Extended File System, a UNIX and Linux file system. www.ipv6forum.com IPv6 information. Bare metal D. 28. Continue through the wizard. RAID 0 is disk striping. Instead, SATA (Figure 4-
3) and Fibre Channel are the norm in server environments. Using a USB would mean technicians would have local boot media. Subnet IP Ranges Your first subnet address value is 32 and the next is 64. Blade servers slide into the blade enclosure. Reports can be run to ensure that updates have been successfully applied. CompTIA Server+
Certification All-in-One Exam Guide 50 Buses move data around in a computer system. Port Address Translation (PAT) An extension of NAT that enables the mapping of multiple internal IP addresses to a single public IP address. When it shows up in the search results, press enter. Single-mode fiber is often used for longer distances, while
multimode fiber is used for shorter distances. Install the certificates on each client. The server BIOS will have to be updated. Windows Server 2016 has a Nano Server installation option that doesn’t even have a local command line interface, so remote management is a big deal! KVM With KVM—keyboard, video, mouse—instead of having a separate
display, keyboard, and mouse for each individual physical server, KMV switches connect the servers to a single display, keyboard, and mouse. 802.1x is an IEEE standard that defines port-level security mechanisms for devices connecting to a network. The ipconfig /all command shows network details, including whether DHCP is being used, and, if so,
the IP address of the DHCP server along with lease information. 383 System Requirements . Now if this happens, you need to remove the failed disk itself and replace it with a functional one—this is called hot-swapping. The first time a Windows user encrypts a file using EFS, a PKI security certificate is automatically generated if the user doesn’t
already have one on the machine. Which port should you open on the firewall appliance? Data encryption can be applied to data in use, data in transit, and data at rest. Most rack systems are 19 inches wide, although they are available in wider formats such as 23 inches. 278 Name Resolution Issues . SSD 3.2 Given a scenario, configure RAID using
best practices ¢ RAID levels and performance considerations * 0 ¢ 1 « 5+ 6 *« 10 * Software vs. DFSR D. Notice each disk volume in the list shows “Disabled” under the Next Run Time column. You will see the four virtual hard disks you created in an earlier lab. Watts C. Let’s cover these steps in more detail. Chapter Review This chapter focused on
the proactive planning of how to deal with negative incidents when they occur. Figure 6-10 Configuring a VPN appliance as a trusted RADIUS client Chapter 6: Security 225 TACACS Terminal Access Controller Access-Control System (TACACS) and its newer variant TACACS+ are designed to handle frequent authorization requests within a session;
RADIUS is designed primarily for authentication at the beginning of a session. The IPv4 address is embedded within the IPv6 address. 802.11 13. 281 Too Few Permissions . Computers, however, don’t do base 10—they do base 2, or binary, where everything is collections of 0’s and 1’s. If Group Policy is used heavily in your environment, it can be
helpful to get a complete report of all Group Policy Objects (GPOs) and their settings. CompTIA Server+ Certification All-in-One Exam Guide 258 10. Notice the Virtual Disk Status column now shows Connected. Enter iscsiadm --mode node --targetname the IQN noted in Step 1 --portal 192.168.1.200 --login 5. 21. This writes a list of physical disks
and related information into a text file called diskinfo.txt. Chapter 2: Server Hardware 43 Caution Never, ever open up a PSU unless you are a qualified technician. half-duplex A system in which information can be both sent and received, but not at the same time. Notice (from step 5) the connected iSCSI disk and the name of it (for this example,
we will assume the name is sdd). This small server form factor (Figure 2-4) will most likely replace rack-mounted servers at some point. Clearly one way is to inventory servers 23 2 CompTIA Server+ Certification All-in-One Exam Guide 24 physically in server rooms or data centers, but larger enterprises will have automated solutions that inventory
physical and virtual servers and store the results in a database that be queried and reported on. SAS disks are designed to work 24/7 at high speeds and thus are well suited for servers. Interestingly, 64-bit PCI cards could be plugged into 32-bit PCI expansion slots and would still function, although at a slower rate. Multi-mode D. As long as the server
does not have to communicate with storage over some kind of network, it is DAS. Forward DNS lookups are the most common type of query, in which the client has a FQDN but needs the corresponding IP address. One great thing about this in the public cloud is elastically scaling the number of back-end servers as needed behind the NLB, such as in
response to increased demand. 287 Hardware Optimization .ZFS A file system and logical volume manager developed by Sun Microsystems and used by Solaris, OpenSolaris, and FreeBSD, among others. DDR4 Double data rate 4 memory; a type of dynamic RAM supported by some motherboards where speeds are faster than DDR3. For the
parent domain, enter domainl.local and click Next three times, and then click Finish. « Hardware ¢ Hypervisors up and running ¢ Dynamic Host Configuration Protocol (DHCP) and Domain Name Service (DNS) ¢ Data replication between the two sites must be configured. From the Applications menu choose Utilities, Terminal. Server motherboards
normally require memory chips to be installed in pairs for efficient use by CPU sockets. Color-coded cables can also help. If it displays the web page, you may need to clear your IE browser history by pressing alt-t, and then choosing Delete Browsing History. DAS and SAN are separate terms that refer to exactly the same thing. If the components are
not functional, you’ll get various beep codes or error numbers and messages, provided video is working. Most UNIX and Linux variants store log files in the /var directory. Your firewall can filter traffic based on MAC addresses. Accept the defaults on the Specify Recovery Options page and click Next. Enter Pa$$WO0rd when prompted. Enforce periodic
password changes. Root cause analysis deals not with symptoms of problems, but with what caused the symptoms. Notice now that essentially only read and listing permissions are available. Telnet A protocol used to access a computer system remotely. There have been cases of bad sorting, which have, for example, resulted in sensitive Canadian
military personnel information being exposed—not a great salute for people who put their lives on the line for their country. Asynchronous replication C. The application server comes into play when developers build a business-specific solution on Chapter 1: Introduction to CompTIA Server+ Essentials 9 the web server—in other words, business
logic, such as a payment processing service for e-commerce transactions. Chapter 5: Network Concepts 195 1. Enter rm -rf /asia_contracts to delete the folder and its contents. The number of questions, the types of questions, and the time allowed are intended to be an accurate representation of the exam environment. Tape Encryption Even with the
popularity of cloud backup solutions, tape is still widely used for data backup purposes. Think about it: Code that is in place before the OS boots and then has direct access to hardware. CompTIA Server+ Certification All-in-One Exam Guide 338 11. 179 When to Use Subnetting . * Check power issues. MBR C. To be fair, the open source LibreOffice
has had its share of vulnerabilities, often in the form of buffer overflows. Cloud Printing The idea of cloud printing is to remove any printing dependencies such as operating system versions, print drivers, printing devices, and so on. Exercise 5-4: Use Wireshark to Capture and Analyze HTTP Traffic This exercise can be completed from any Windows
computer that has access to the Internet, where the computer allows downloading and installing software from the Internet. CompTIA Server+ Certification All-in-One Exam Guide 94 Other Documentation Documentation goes beyond just servers. You’ll need approximately 3.8GB of disk space to store this Linux ISO file. Other application protocols
such as Simple Mail Transfer Protocol (SMTP) and Domain Name Service (DNS) use different port numbers—TCP 25 and UDP 53, respectively. You notice that the server operating system can use only 2TB. Site-to-site VPNs require a VPN appliance at two different network sites. It is not needed because we are already at Srv2012-1 issuing the
command. Reduced Instruction Set Computing (RISC) refers to processors that are very efficient, in that they are designed to work with simpler and smaller instruction sets; today, this type of processor is often found in mobile devices. Each device that must communicate with devices on other networks must be configured with at least one default
gateway IP address. Thin provisioning This enables disk volumes to grow as needed; disk space requirements cannot always be accurately predicted upon volume creation. Packet checksums are used to ensure that what is received is what was sent—and, if not, a retransmission might occur (which depends on the protocol being used). iSCSI makes



storage accessible to hosts over a standard TCP/IP network on a small scale within a company. Out-of-band Remote Administration Physical and virtual servers must be accessible over the network for management purposes. When is the last time you burned a CD or DVD, or even a Blu-ray Disc? Avoid vendor lock-in. The less stuff running, the quicker
it is to patch, and the more secure your system is. Following is a sample list of DR priorities that will vary from one organization to the next: * Personnel safety ¢ Critical organizational data * Network infrastructure hardware * Network infrastructure software * Mission-critical database servers * Front-end applications (that use the back-end database
servers) The RTO is a big factor in determining what type of failures can be tolerated and for how long. Press ctrl-c to stop the pinging. * Stop buffer overflow attacks. Different backup types will set the archive bit accordingly, which is explained in the following sections. When this happens, requested data is rebuilt on demand from distributed parity
information on other disks in the array. Reinstall Linux. 211 Under Lock and Key . Why are server racks arranged in rows? 91 Service Level Agreements . The snapshots contain only changed disk blocks so they don’t consume much space. Would you say, “It is a term to express 1000 bytes,” or would you say, “It expresses 1024 bytes”? Scanning is
performed to gather information about a network. Business Impact An inventory of assets is needed before related threats can be identified. Open a terminal window. DDR4 modules transfer data more quickly than DDR2. Advanced Encryption Standard (AES) Supersedes DES as an encryption standard. MDM tools can run on the on-premises server
in the cloud. CompTIA Server+ Certification All-in-One Exam Guide 44 Environmental Controls Too much heat is bad for electrical equipment and shortens its life, and not enough humidity increases the likelihood of ESD. Bare metal solutions need some kind of a boot device, whether it’'s USB or PXE network boot. A visiting guest who is expected to
enter a secured facility should be placed on an access list ahead of time so guards can refer to the list when the guest arrives and provides identification. On the left, click Change Adapter Settings. TCP 3389 A. www.iana.org/assignments/service-names-port-numbers/servicenames-port-numbers.xhtml Service Name and Transport Protocol Port
Number Registry. The file will not be available in the Recycle Bin. Storage arrays are connected to FC switches. They are not drawbacks of heuristic host and network analysis. DHCP is used with PXE, but it does not provide boot and imaging options. Troubleshooting We can apply the CompTIA troubleshooting methodology to real-world situations as
well as to scenario-based CompTIA Server+ exam questions. Memory Random access memory (RAM) is the electronic volatile memory used by running programs; it needs electricity to retain data, unlike disk storage devices. Like DNS, client devices needing WINS must point to the IP address of one or more CompTIA Server+ Certification All-in-One
Exam Guide 72 WINS servers. 325 Exercise 8-1: Configure the Volume Shadow Service on Windows Server 2012 R2 . Enter Is /backup to ensure that the compressed tar file was created. L2 cache The next fastest cache available to the CPU after L1 cache. In some rare cases, it might even be a configuration option within a network service or
application. 124 Hybrid Drives . * Ensure peak performance ¢ Provide centralized monitoring and logging 5. A small sampling of the server-related body of knowledge includes the following: * Servers ¢ Virtualization ¢ Cloud computing * Storage * Networks ¢ Security This book not only addresses the official CompTIA Server+ SK0-004 exam
objectives, but it also adds some tips and extra information that is relevant whether you work in a tiny server room or a large data center. How often should backups be performed? Ask when the problem began appearing, or if there were any recent changes—not only to the server itself, but to anything in its environment. 3.5-inch D. This is used to
measure racks and the devices that fit into them. Then click I Accept The License Agreement and click Done. Clients discover domain controllers via DNS service location records. 11. On the far right in the Actions panel, click Backup Once. This exchange can damage sensitive electronic circuits and can be reduced with ESD wrist straps or mats.
Troubleshooting a server that isn’t performing well takes much longer when you know nothing about how the server is configured. These commands will not be useful troubleshooting tools if host or network firewalls block ICMP traffic. So here is your valid IP address range for subnets 32, 64, and 96: ¢« Subnet 32: 200.1.1.33-200.1.1.62 ¢ Subnet 64:
200.1.1.65-200.1.1.94 « Subnet 96: 200.1.1.97-200.1.1.126 Remember that some of those IPs need to be assigned to the appropriate router interface connected to each network—and everybody gets configured with the 255.255.255.224 subnet mask. BitLocker disk volume encryption is in no way related to user accounts. 3.5-inch Chapter 4: Storage
153 3. 325 Exercise 8-2: Restore Previous Versions of Files in Windows . 289 Exercise 7-2: Explore Linux Performance Monitoring Tools . Port-scanning tools (such as the one shown in Figure 7-17) should be used periodically as a proactive measure to determine what ports are open on hosts. The CompTIA SK0-004 exam makes sure that
candidates really know what they’re talking about, and that includes much more than just servers themselves. Not always. Groups The standard procedure for resource access in most of today’s networks is as follows: 1. The ability to reproduce a problem and determine its scope are just a few considerations in quickly resolving issues. IPv4 and IPv6
addresses must fall on the correct subnet to function properly. The archive bit for files is cleared when a full backup is performed. How on Earth are you expected to know that? Data Backup Data replication technologies provide additional copies of data that are readily available, yet backups must still be performed as well. Click Next, then Create,
and then Close. Physical Destruction Organizational security policy, driven by laws or regulations, could require the physical destruction of storage media. Enter 10GB for the size and click Next. The RTO is not related to the maximum tolerable amount of failed services. On the router? The tracert command is a Windows command, and routetrace and
routetr are not valid commands. * Some VM workloads such as database servers with millions of records will need more RAM than a file-sharing host serving a small number of users. Type Fresh Installation - Server2 for the name and then click Take Snapshot. For example, you might change the boot order on your server to first boot from USB
(requiring a password of course!), and then local hard disk. PXE B, D. Asset Inventory Until the 1990s, there weren’t many automated asset inventory options available for IT environments. One-phase power is designed for moderate power requirements, and it’s what you’ll find being used in most households. ipconfig B. SSL and the newer TLS
provide authentication and encryption for network services such as web sites. TCP 123 C. Chapter 3: Server Operating Systems 105 27. ¢ Higher level software applies to Layer 7, the application layer * How data is presented applies to Layer 6, the presentation layer ¢ The establishment, maintenance, and termination of sessions apply to Layer 5,
the session layer ¢ Port numbers apply to Layer 4, the transport layer ¢ IP addresses apply to Layer 3, the network layer « MAC addresses apply to Layer 2, the data link layer ¢ Cables, connectors, and electrical specifications apply to Layer 1, the physical layer Cables and Connectors Groups of cables should be bundled together and routed in cable
channels in racks throughout server rooms and data centers. In technical jargon, the original IP packet is said to be “encapsulated” in a new IPSec packet. VLANSs provide security by isolation network communications. When studying for this exam, always keep the following in mind: « What is the most efficient way of completing an IT configuration
task? This means more computing power while using less space than an SMP system. df B. GPT C. Although routers do not forward broadcasts, that is not the role of the IP default gateway from an IP perspective. 195 The OSI Model . Make sure that you don’t have another virtualization product installed because it could interfere with the
installation or running of VMware Workstation. For example, laser printers draw a lot of power and really don’t need power to shut down gracefully if the power goes out. Exercise 8-3: Configure and Use Windows Server Backup 1. In addition, other rsync variants work on the Windows platform. LUN masking/zoning You should limit which network
storage is visible to certain servers to avoid data corruption and data leakage. The end result is that the network service responds quickly. Operating System Hardening There’s no reason why a HIDS or HIPS shouldn’t be implemented on each and every server. Notice the default size is 60 GB. Fencing B. The mask can be expressed in decimal, such as
255.255.0.0, or in CIDR format, such as /16. CNAs combine FCoE and NIC functionality; each host needing access to network storage requires a CNA. 355 Appendix D CompTIA Server+ Certification Exam Objectives (SK0-004). DHCP provides centralized IP settings that DHCP clients can use. On a Windows server, ipconfig shows both IPv4 and IPv6
information. Hardware management solutions require a valid IP configuration so that the server can be accessed remotely. HOSTS file A file on network devices used to map hostnames to IP addresses. The IT industry will often refer to “Layer 3 switches,” “Layer 7 firewalls,” “Layer 2 addresses,” and so on. The number of borrowed host bits is how
many bits you might need to use so that you can address your subnets—so it’s a guessing game initially. There are plenty of network options for physical and virtual servers, and Table C-5 discusses them. Glossary 391 disaster recovery (DR) plan A plan that is specific to an IT system with a stepby-step procedure to recover an IT system as quickly
and efficiently as possible. High RTO 17. Close the GNOME help screen. Installing and Running Total Tester Premium Practice Exam Software From the main screen you may install the Total Tester by clicking the Total Tester Practice Exams button. So the CAT5 network cable standard has more twists per inch than a CAT3 cable, which means CAT5
can transmit data at a much higher rate than CAT3. Dism /Append-Image /ImageFile:Z:\win10 images.wim /CaptureDir:C:\ /Name:win10 sales D. Installing a Server Operating System Whether you want to end up with a physical or virtual server OS, there isn’t much difference in the actual OS installation itself. Take care when choosing a backup type,
which can influence the amount of time taken to back up and restore data. This protocol maps to Layer 3 (the network layer) of the OSI model. €4 Dell EMC storage solutions. Changing one item at a time is part of implementing the solution. Other items include the following: * Disk I/O bus termination ¢ Failed disk adapters * Failed disks ¢ Failed
network path to network storage * Insufficient disk space ¢ Insufficient user permissions to access storage ¢ File system corruption ¢ Slow file access ¢ Incorrect use of RAID level Network Problems and Solutions Physical network components such as NIC, switches, routers, and wireless access points can fail. Always take precautions to minimize
ESD. 385 CompTIA Server+ Certification All-in-One Exam Guide 386 Advanced RISC Machine (ARM) A 32-bit and 64-bit multicore processor type used in small computing devices such as smartphones. CompTIA Server+ Certification All-in-One Exam Guide 340 17. Shut down your Srv2012-1 virtual machine: from the VM menu, choose Power, and
then choose Shut Down Guest. It’s a flat structure; there’s no hierarchy as we have in DNS. Collectively, this topology is referred to as a fabric. Updates can be applied manually or on a scheduled basis to a group of computers. v=ws.11). Chapter 1: Introduction to CompTIA Server+ Essentials 15 Questions 1. Not all components will fit into any
server. Proactive Maintenance At this point, you know that hardware and software inventory, patching, and various types of documentation can help ease server management over time, but there are other factors to consider as well. In some cases, cloud storage makes a lot of sense. In the Actions panel on the right, click Recover. AAAA DNS record
type that resolves FQDNs to IPv6 addresses. Enter fdisk /dev/sdd and press enter. Bridging is a Layer 2 mechanism for network segmentation that is based on MAC addresses. Queries for the IP address given a FQDN (such as www.fakesite.com) are received by the DNS server, and the IP address is returned to the query originator. OTDRs are
expensive devices that require expertise to use and to interpret results. Hot-swappable components can be replaced while a system is running. Keeping costs to a minimum, what type of network cabling should be used? DNS reverse lookup Queries for the FQDN given the IP address are received by the DNS server and the FQDN is returned to the
query originator. CompTIA Server+ Certification All-in-One Exam Guide 108 Guests are virtual machines running on a hypervisor host, and each is configured with its own set of virtual hardware to accommodate its IT workloads properly. Exam Tip You might see at least one diagram-based question testing your knowledge of valid IP addresses,
subnet masks, and which router interface your default gateway configuration should point to. IMAP D. SVR Service record Used to locate a network service such as Microsoft Active Directory. Right-click User Defined and choose New, Data Collector Set. (You can multiply meters by 3 to get an approximation of the distance in feet.) Repeaters can be
placed at every 100 meters to extend the distance of the network. ¢« Apply application software updates. Then click the Select A User link, enter user one, and click OK. The ideal way to minimize ESD would be to ensure that everything is at the voltage as earth ground, but not if it means we might get electrocuted! What’s more important is that you,
the chassis, and the components are at the same electrical potential in terms of voltage. Multifactor authentication requires multiple authentication “categories”; in this case, something you know (username and password) and something you have (PKI certificate). Doing can sometimes sear concepts or configuration steps into our brains. * RDP
sessions are encrypted with an SSL certificate. You need to ensure that your cloud backup solution has guaranteed uptime. When the tool is displayed, click it. The 0 means that neither read, write, nor execute has been assigned to everybody else. Server Installation Hardware and software compatibility lists must be consulted before installing servers
to ensure the smooth installation and running of IT services. Higher end switches will have IP routing capabilities and are Layer 3 switches. You might remember the BetCRIS DDoS attacks in the 2003. Site-to-Site Keeping data synced between sites might be required by service providers and emergency-providing organizations, for example, and this
is a prime example of a primary and hot site. * Providers are usually obligated to notify clients of scheduled maintenance and downtime. For example, a change in a switch’s VLAN configuration could affect user access to a server. This includes hands-on exercises and troubleshooting tips. You should see sda, sdb, and sdc. This can be done without
groups, but somebody must have filled in the user and device attributes in AD. 235 Hardware Hardening . Document the server configuration settings. GPT partitions are not limited to 2TB. Interfaces 1 and 2 each connect to a separate internal n etwork switch where other network devices such as printers, desktops, and servers would be plugged
in. 330 Questions . 359 1.1 Explain the purpose and function of server form factors . hp.com/ca/en/produc t s/disk- storage/produc t- det ail. Appendix B: URL Reference 349 www.howtogeek.com/177621/the-beginners-guide-to-iptables-thelinux-firewall ~Guide for working with the UNIX and Linux iptables command to configure firewall rules.
133 Where Did All the Disk Space Go? . Enter some random text in the Notepad windows. Appendix A: About the Hands-on Exercises and Lab Set-up 345 Acquiring Windows and Linux Installation Media Since URLs change, you may need to use your favorite search engine to find these downloads; however, URL links are provided in the following
sections for convenience. On the LAN, MAC addresses (hardware addresses) are used. CompTIA Server+® Certification All-in-One Exam Guide (Exam SK0-004) Copyright © 2017 by McGraw-Hill Education. Examples include * VMware Workstation (Figure 3-9) ¢ Oracle VM VirtualBox Hypervisor Host Configuration Running a bunch of VMs at the
same time on one set of hardware requires careful planning. Static Charges An often overlooked aspect of environmental control includes electrostatic discharge (ESD) and fire suppression. From the Applications menu in the upper left, start a new terminal session. Within Server Manager, in the navigator on the left, click iSCSI. Disk-to-Disk RAID
level 1 (disk mirroring) writes a second copy of data to a disk that differs from the primary written copy of data. DR plans include step-by-step procedures to recover failed systems such as a missioncritical database. mantrap A room with two sets of interlocking doors; the first set of doors must be closed and locked before the second set will open to
allow a person through. Rollover cables are used for administrators to connect locally to network equipment such as the console port on a router. The end user perception is better performance when accessing the network service in busy environments. The recovery point objective (RPO) indicates the maximum tolerable data loss and is related to
backup frequency. This role allows the creation of a PKI hierarchy. A physical multiprocessor system enables each virtual machine to be configured with multiple vCPUs, but more vCPUs doesn’t necessarily mean better performance. He has also gained industry certifications in CompTIA A+, CompTIA Network+, CompTIA Security+, CompTIA
Server+, MTA Windows Server Administration Fundamentals, Network Fundamentals, Security Fundamentals, Windows OS Fundamentals, Microsoft Office Specialist 2007 Master, Microsoft Office Specialist 2013 Master, Adobe Certified Expert Dreamweaver CS6, and Adobe Education Trainer. SSH B. Hardware and software remote control
solutions do nothing if we can’t remotely communicate with the server in the first place. DNS D. In other cases, some hardware components may simply be incompatible with others; refer to documentation for more information. An administrator’s public key is stored on the SSH host. RAID 0 B. RAID 1 can tolerate a single disk failure. UPS UPS
batteries are constantly charged from standard power wall outlets, so that in the event of a power outage, servers plugged into the UPS can at least shut down gracefully. Instead of WINS, client devices can point to a DNS server, where a zone literally called GlobalNames exists. www.speedtest.net Tests your Internet connection speed. Then click
View Effective Access. The reason is single-instance storage; multiple copies of files are stored only once, thus saving space. If you are not logged on as root, you may need to prefix the commands in the exercise with sudo to gain elevated privileges. * For multihomed (multiple network card) DHCP servers, configure DHCP bindings for the correct
network interface. Enter Pa$$wOrd for the DSRM password and click Next. Identify the Windows supported file systems. What permissions will Trinity have to a file in the Expenses folder? There is no /File, /Add-Image, or /CreateFrom switch for the dism command. Most modern network switches don’t require crossover cables; they can automatically
detect whether a straight-through cable is being used and properly match the other end of the link. Enter iscsiadm --mode discovery --type sendtargets --portal 192.168.1.200 4. If you don’t already have an account, you’ll need to create one before you can download the software. CAT5e has more cable pair twists per inch and supports up to 1000
Mbps. So if your server motherboard supports DDR2 through DDR4 RAM chips, you should choose DDR4 for the best performance. Configure RAID 0 and create a file system. AAAA Forward lookup record FQDN is included in the query and an IPv6 address is returned. Select fakezone.com on the left, and notice the new A record for
www.fakezone.com. zombie net See botnet. Fiber-optic Cables Fiber-optic cables transmit light instead of electrical signals, so they are not susceptible at all to EMI. Servers live in a technological ecosystem that affects them, so there are other factors to consider: * Network diagrams Server placement ¢ Dataflow diagrams Server involvement in
dataflow ¢ Baseline documentation Normal operating conditions and troubleshooting (see Chapter 7) * Recovery documentation Procedures to return server to an operational state as quickly as possible (see Chapter 8) Much can be learned about server and IT workload configurations by checking log files. Clients query DNS SVR records to locate
services. Distance CompTIA Server+ Certification All-in-One Exam Guide 198 3. Since 32 identifies the subnet itself, you can’t use 32 (200.1.1.32) as a host address. NIC teaming Combining multiple network cards together for redundancy or performance. Repeat steps 7-14 in this exercise, except enter Vdisk2 for the name of the virtual disk. Click
Yes. In VMware workstation, click Edit Virtual Machine Settings on the left side of the screen. Type df -h and notice free disk space on disk devices under the Avail column as well as the Use% column. For instance, unused switch ports should be disabled; switch ports should not allow numerous MAC addresses, which could indicate a VLAN MAC
flooding attack; remote Telnet administration should be disabled in favor of SSH; and so on. Trojans are a form of malware that appear to be benign but are malicious. KVM-over-IP switches are hardware appliances with centralized management and auditing tools. Leave the wbadmin screen open. From a security perspective, separate VLANSs present
a simple security barrier. 39 Power . Network traffic, log files, and local operating system process execution are tracked for anomalies. The labs are designed to be performed sequentially from Chapter 1 through Chapter 8; failure to do them in order will cause confusion. * When encryption occurs Does it occur during or after backup? 134 Using
Less Disk Space . 385 Index .You may have to wait a few minutes as the snapshot is created. Take, for instance, the old IDE disk interface standard that was common in the 1980s and 1990s, which is no longer commonly used. Synchronous, without being discussed in a specific context, is not a backup type. guest A virtualized OS running on a
hypervisor host. « ESD footwear Seriously, this exists—footwear containing resistors. Residential 15. CompTIA Server+ Certification Exam SK0-004 Official Exam Objective All-in-One Coverage Chapter No. 1.1 Explain the purpose and function of server form factors Server Form Factors Tower Servers Rack-mounted Servers Blade Servers 2 2 2 2
1.2 Given a scenario, install, configure and maintain server components Server Components CPUs Memory Buses NICs RAID Controllers 2 2 2 2 2 2 1.0 Server Architecture (continued) CompTIA Server+ Certification All-in-One Exam Guide xxii Official Exam Objective All-in-One Coverage Chapter No. 1.3 Compare and contrast power and cooling
components Power Environmental Controls 2 2 2.1 Install and configure server operating systems Server Installation Local vs. Username, PIN D. You have to ask yourself, “Self, what has changed since this last worked correctly?” You’re more than likely going to encounter software rather than hardware issues in your IT career. Figure 2-5 shows a
basic BIOS configuration screen. Hard disks consist of read and write heads on mechanical arms that move over the spinning platters. Virtualized operating systems are known as guests. CAT5 B. The VPN appliance decrypts received traffic and sends it to the internal network. 6 Cables and Connectors . RAID 2 D. X.509 A standard that specifies
formats for public key certificates, certificate revocation lists, attribute certificates, and a certification path validation algorithm. MBR allows a maximum of four partitions each with a maximum potential size of 2TB. Companies can create their own CAs or use certificates issued from trusted third-party CAs. checkpoint Also called a snapshot, a
checkpoint takes a point-in-time picture of virtual machine settings and data disks. Notify the existing single virtual hard SCSI hard disk of 60 GB. The subnet mask defines this. Yet another web browser problem might be PKI certificate trust; when connecting to an HTTP web server, your browser checks the signer of the server’s PKI certificate. The
subnet mask D. Yet how often do we see laptops being locked down compared to projection units? In a virtualization (and certainly a data center) environment, monitoring can be complex and must be configured carefully. Similarly, it might not make sense to plug a router into the UPS if network switches are not also plugged into it. From rescue
mode, or in some cases, within the OS itself, you can use tools to manage and troubleshoot at the command line, including the following: * df Shows disk free space ¢ fsck Checks file systems for corruption * xfs repair Checks for and repairs an XFS file system ¢ iostat Shows disk I/O statistics for storage devices Chapter 7: Troubleshooting
and Performance Optimization 277 ¢ 1sof Lists open files and provides further details * mdadm Linux software RAID array management For example, to repair an unmounted XFS file system on /dev/sdcl, as shown in Figure 7-11, you would use this command: xfs repair /dev/sdc Sometimes a lack of free disk space can cause many, often
performance-related, problems. Asynchronous replication introduces a delay before writing to alternate sites. Wake-on-LAN B. Issue a PKI certificate for each client web browser. 150 Chapter Review . ID systems can send alert notifications to technicians, who can then take further action. So if your IPv4 network prefix is 192.168.1, the first server
IP address would be 192.168.1.200 and the first network printer IP address would be 192.168.1.220. « Which backup types will be used? Newer server operating systems, however, such as Microsoft Windows Server 2012 R2, support only 64-bit. Figure 7-2 Viewing log files in the Linux /var/log directory Figure 7-3 Windows Reliability Monitor
history Chapter 7: Troubleshooting and Performance Optimization 265 Read the Documentation Solving problems quickly requires being very organized. DDR transmits data on the rise and fall of computer clock signals. Pool.ntp.org is widely used to provide time synchronization for Internet devices. As any musician will tell you, timing is crucial, and
the same is true in the world of computing. This is not as important for disk storage as it once was; fast disk transmission technologies often use serial rather than parallel transmission schemes. Microsoft Windows Server 2012 R2 also offers storage tier capabilities; you’ll need both SSD and HDD to set this up. Assets include the following: * IT
systems ¢ IT processes * Business and manufacturing processes ¢ Personnel ¢ Data ¢ Trademarks The recovery time objective (RTO) determines the maximum amount of tolerable downtime. Many organizations expect users to learn how to use new hardware and software solutions magically without providing training, but this is not a place to cut
corners! Table 7-2 lists commons software problems, causes, and solutions. It groups nodes into zones, much like organizing devices on their own IP subnet. Switch port D. VPN D. Trojan C. 166 Contents xi Network Hardware . This is the IPv6 address of the Linux server. You are an Active Directory domain administrator. Note that most Linux
commands and configuration file settings are case-sensitive. When IT techies chat about NAC, you’ll also hear them mention “802.1x.” IEEE 802.1x is a worldwide standard for port-based security, or controlling access into your network. The server is currently configured with RAID 1 for the operating system and data. Then press enter. Click Cancel.
Click Open. Click OK, and then Close. Transfer rate C. They are available in different widths and heights. Switch to the Windows Server iSCSI target, and in the Server Manager iSCSI view, click Tasks, Refresh. There are variations of water “misting” solutions that can help with these problems. POP B. If you are logged into Linux as the root
superuser account, these file system permissions are not applied, because they are for non-root users. This prevents people from tailgating, or slipping in behind you. 5.5-inch D. Planning these roles includes determining whether multiple roles will be co-located on the same server or spread out among multiple servers—and those servers can be
physical or virtual. Authentication can be centralized using identity federation. The IP address and subnet mask are correct. For instance, you could assign an IP address range, default gateway, and DNS server, specifically to Cisco IP phones. VMFS C. B. Software broadcasts don’t exist with IPv6, like they do with IPv4. 409 vi Contents Preface

Close all windows. Fingerprint scans generally require a unique eight-point match for successful authentication. Name Resolution Issues If names are resolving to unexpected IP addresses (the name doesn’t match what is in DNS), then there are probably entries in the local HOSTS files on the system. The extra RAM becomes available from other
virtual servers on the same underlying physical host that have RAM to spare at the time. You have a Linux image that will be deployed to numerous virtual machines. WIM requires the disk to be partitioned and formatted prior to the application of an image. Of course, having many services running also increases the attack surface and increases the
amount of time required to patch the server—so keep it minimal when possible! Confidentiality and Integrity Encryption provides confidentiality. On the Select Items For Backup screen, click Add Items. chmod B. ARM processors come in both x86 (32-bit) and x64 (64-bit) flavors. Wrong: 63 is the broadcast address for subnet 32, so it’s off limits.
Authentication is not the problem, because we know the error is that the server name is not even a known host. The virtual machine begins booting from the Windows installation media. DHCP 3. Windows enterprise environments join computers (Windows clients and servers, Linux hosts, and so on) to the AD domain for the purposes of centralized
administration (through group policies) and centralized authentication. fd75::883b:ced4:63f3 is not a link-local address; the prefix must be fe80. Enter mkdir projects. * Notify stakeholders. (Just make sure you label both ends of each cable!) Rack-mounted Equipment The 1990s produced the server rack form factor courtesy of Compaq, which was
acquired by Hewlett-Packard in 2002. Although to the Internet it appears the reverse proxy server is the real web server, it isn’t; it simply forwards requests quietly to a web server on an internal protected network. Table 3-2 lists common RR types and their uses. Continue through the rest of the wizard, accepting defaults until you reach the end of
the wizard. Then (if required) scroll down and choose Terminal. Figure 3-6 shows the NTP status on the Windows operating system. 248 Network Security . A link to Adobe’s web site, where you can download and install Adobe Reader, has been included on the CD-ROM. There are different types of updates. Kilowatts (kW) and volt-amperes (VA) are
units of measurement used with UPS power ratings. But how can you make sure the UPS batteries can supply enough power to devices? Modern motherboards color-code memory chip sockets to facilitate pairing. CompTIA Server+ Certification All-in-One Exam Guide 14 Equaling the other troubleshooting topics in Chapter 7, here you are required to
know how to use the correct tools to solve storage problems that are interwoven with hardware (inappropriate RAID configurations), software and network issues (inability to connect to network storage), as well as matters of security (most often permissions). Reproducing problems is part of problem identification and not the other troubleshooting
steps. Chapter 5: Network Concepts 203 4. Appendix About the CD-ROM The CD-ROM included with this book comes complete with Total Tester customizable practice exam software with 200 practice exam questions and a secured PDF copy of the book. Start by denying all traffic, and then add only allowances for required traffic. Data Collector
Sets (DCSs) are similar to Performance Monitor in that you can add metrics that you want to monitor. Scopes are IP settings grouped together into a manageable unit; they must be activated before they can be used in the DHCP process. All certification programs and education related to such programs are operated exclusively by CompTIA
Certifications, LLC. SFP C. The Windows Performance Monitor tool (Figure 7-20) is built into the Windows OS. Advanced Intelligent Tape (AIT) A magnetic tape storage medium used with tape backup and archiving systems. The user’s public key (from their PKI certificate) is used to encrypt the FEK, which is stored with the file. Hypertext Markup
Language (HTML) A set of markup tags that are used to create web documents. Use PKI certificates to secure authentication further. Although we will focus on the Grandfather-Father-Son (GFS) tape rotation scheme, two other schemes warrant a mention: * Tower of Hanoi ¢ Incremental rotation Figure 8-9 One of many cloud backup solutions
CompTIA Server+ Certification All-in-One Exam Guide 324 Figure 8-10 Encryption options for cloud backup Grandfather-Father-Son GFS is the most common tape rotation strategy. Data C. Remember to change one thing at a time. Even though there are types of RAID configurations that can ensure that things keep running when disks fail, it
depends on the implementation; hot-swapping is a better answer. application server A server configured to serve a specific business need beyond core functionality, such as a generic file server or database server. Auditing C. You may have to involve your switch administrator to configure switch port aggregation for the switch ports your server
NICs are plugged into. Imaging is a convenient way of deploying operating systems without performing a manual installation. The installation, configuration, and management of server roles vary depending on the specific server OS version. If a change doesn’t fix the issue, reverse it before moving to other tests. Notice the partitions are /dev/sdbl and
/dev/sdcl. Chapter 2: Server Hardware 57 5. Click Next five times to accept the defaults. RAID levels will be discussed in Chapter 4. Click the highest graph spike to display the specific metric that the line represents. Chapter 3: Server Operating Systems 75 Figure 3-7 Microsoft IIS web server management tool Application Server Most of us
probably think of database servers when we hear the term “application server.” Although this is partially true, there’s more to application servers than that. LUNs represent disk space available over the network. LC connectors, like SC, are square snap-in connectors that are commonly used with single-mode fiber-optic cables. On the newly displayed
search line, click Display Filter and change it to String. Hard disk drives are considered to be Tier 2 storage. A. Servers and network infrastructure equipment can handle only so much traffic at a time; too much garbage traffic means legitimate traffic doesn’t get processed, and therein lies the issue. Network Intrusion Detection System A network
intrusion detection system (NIDS) is a standalone appliance that watches network activity, looking for anomalies. ¢« Consult log files and documentation. Instead of separating each hextet with a period, a full colon is used. If you’'re testing the hypervisor using standard desktop hardware, you need to be extra careful. On a Windows system, you can see
the MAC address for your network interface(s) by typing ipconfig /all. Active Directory Domain Services (AD DS) Microsoft’s Lightweight Directory Access Protocol (LDAP)-compliant network database containing objects such as users, groups, and computers. CompTIA Server+ technicians need to know where to focus their troubleshooting time.
Windows servers use the Server Message Block (SMB) protocol to make shared folders available to users over the network. ST connectors are commonly used with multi-mode fiber-optic cables. On the Destination Folder screen, click Next. Hybrid Drives You can probably guess what a hybrid drive is—a combination of hard disk and solidstate
technology in the same package. Remember, in this example you have 8 bits to play with in the last octet. Less than the RPO B. UEFI supersedes the older BIOS standard and supports the Secure Boot feature, which ensures that only trusted (digitally signed) operating systems are allowed to start. Is that a hardware problem, or is it a software
problem such as a corrupt file? Using your web browser, go to www.wireshark.org. Operating system virtualization A. User private keys (after successful authentication) are used to decrypt the FEK, which is then used to decrypt EFS-encrypted files or folders. Alternate Sites Alternate sites enable business operations to continue when a primary site
experiences some kind of disruption. To extend this point, redundant server power supplies should each plug into separate PDUs. Because many different types of items can draw power from PDUs, you should check your PDU’s rating to ensure your equipment isn’t above the load capacity. On the summary screen click Create, and then click Close.
crosstalk Interference caused by electronic signals on adjacent wires. All that is needed to make it fully functional is the last backups of the original site, along with personnel. In the DNS Manager window, expand the server name on the left, and then expand Forward Lookup Zones. Optical Drives Optical drives have begun to fade away. Cable
Installation and Management Wireless networking in the form of cellular 3G, 4G, and Wi-Fi communications has exploded in popularity for user devices. Fiber-optic cables transmit light waves and can travel greater distances without amplification. Which type of storage combines disk platters with flash memory? Industrial environments use 3-phase
power. Perimeter fencing is a physical security measure, and dual power supplies provide hardware redundancy. Adobe offers a mobile version of Adobe Reader, the Adobe Reader mobile app, which currently supports iOS and Android. Not only that, but remember that firmware designed for one purpose always outperforms software designed for
many uses, so use hardware RAID whenever possible! Hardware RAID array controllers often have some of their own battery-backed cache. Even ping traffic could be encrypted. But there’s a better way—cloud printing to the rescue! If your mobile device apps don’t support cloud printing, don’t worry, because there are helper apps for Android,
Windows, and iOS devices. Networking ¢ Virtual network switches are used to enable connectivity to the physical network, or they can be used for VM communication within the hypervisor host, and hybrids of the two. Infrastructure as a Service (IaaS) A cloud service model in which providers offer infrastructure such as virtual machines and
storage as a self-provisioned service to subscribers. €4 IPv6 specification. This topic in all its glory was formerly a separate CompTIA certification (Storage+) that no longer exists; instead, all of the storage details are now a part of the CompTIA Server+ certification. CDs and DVDs are optical media. Figure 4-7 A Fibre Channel SAN using
redundant switches Windows Server Fibre Channel HBA Linux Server Fibre Channel HBA 2 Fibre Channel switches Fibre Channel disk array configured with LUNs Chapter 4: Storage 133 The HBA has a unique identifier called a World Wide Name (WWN). Wattage refers to a unit of power. Even repartitioning a drive and copying files to it doesn’t
necessarily mean you can’t restore some of the old data from the media. CompTIA Server+ Certification All-in-One Exam Guide 322 « What type of storage media will be used? Microsoft Hyper-V, Oracle VM VirtualBox, or another virtualization system will work equally as well, but if you don’t use VMware Workstation 10, the lab instructions in this
book will differ slightly from those you’ll need for your environment. You can specify multiple computer names in a commaseparated list. In the Specify The Size Of The Volume Windows, for the volume size, enter 30GB. DDoS perpetrators often demand payment from victims before they will turn off the packet tap. An intranet is an internal network
that can offer connection services like those found on the Internet. Data centers are neat—these big facilities host a wide array of IT services that are consumed by clients located hundreds, even thousands, of miles away! You can bet that, among others, CompTIA Server+ certification is often preferred for data center jobs. Every facility has a policy
regarding surveillance footage retention, if it is retained at all. icacls B. Battery-backed write caching Chapter 2: Server Hardware 55 21. Servers can accommodate different amounts and types of RAM, and motherboards can have specific memory module placement rules. Tasks such as checking e-mail, reading the news, or downloading drivers
should never be allowed directly on a server. Type B 21. Log forwarding For critical servers and devices visible to public networks, configure log forwarding to a secured host on a secured network. Domain Name Service (DNS) is a lookup service that can run on a server or some kind of network appliance such as a router. The Linux top command
shows a changing display of the top resource- consuming processes. ¢ All devices on a specific network? There are plenty of hardware and software security solutions to address network security. The best approach is to block everything, and then create firewall rules to allow only traffic that is necessary. Subscribers can rapidly provision and
deprovision these services and pay only for what they use. Which tool should be used to test server power supplies? This enables communication only on the LAN with other devices in the 169.254 range. Figure 5-5 Adding NICs to a NIC team using Windows Server 2012 R2 CompTIA Server+ Certification All-in-One Exam Guide 174 For very small
networks, a 4-port switch might do the trick. You should get a response. Do not use Telnet remote administration Use SSH instead; SSH encrypts network traffic, while Telnet is clear text. You will be borrowing 3 host bits. Server OS images might have been already created so that you can apply the image to your new physical or virtual server instead
of running the installer from the installation media. 187 TCP . Network device interconnect B. For Windows machines, local Group Policy executes before Active Directory Site, Domain, and OU Group Policy settings. Security guards are important for building security, even if their services are shared by multiple tenants. The company cannot afford
to acquire three additional public IP network ranges. Notice the new 10 GB hard disk is now listed. Volts B. After the server Srv2012-2 has restarted, from the VM menu, choose Snapshot, Take Snapshot. Public Key Infrastructure (PKI) A hierarchy of security certificates issued by a certificate authority to users, devices, and services. Also used by
modems. Waiting for the Bus Buses move data between various components within a computing device, so there isn’t just a single bus on a server motherboard. RAID lets us group multiple physical disks together as a logical manageable unit for two reasons: improved disk I/O performance and fault tolerance. To allow access to servicing panels C.
Port numbers apply to OSI Layer 4, the transport layer. The DR plan contains step-by-step procedures detailing exactly how systems are to be quickly recovered. For example, where twisted pair copper network cables generally max out at 100 meters, fiber-optic can travel hundreds of kilometers. Note Cable channel placement, especially near
ceilings, must be carefully planned. Synchronous C. ¢ If you plan to migrate or fail over VMs within a cluster, consider the memory impact of running additional VMs. Storage ¢ Get the fastest storage possible (ideally SSD). Both of these file systems are journaled, which means all file system write transactions are logged before being committed to
disk. This can be done by specifying individual users, computers, or groups, or by using Windows Management Instrumentation (WMI) filters. Wherever backup media is stored, it needs to be physically secured. IEEE 802.1x An Institute of Electrical and Electronics Engineers (IEEE) standard used to define port-based network access control, which
controls device access to a network. Enter notepad c:\diskinfo.txt and press enter to view the results. 128 64 3216842111100 0 00 Now look at the right-most binary “1.” It falls under 32, so 32 is your first subnet address, and it is the mathematical value you will use to determine other subnet addresses. Virtualization Virtual servers run as
guests on a host (physical) computer, but they are still configured with virtual hardware. Click the 20 GB disk listing and then click Done in the upper left. User disk space quotas This prevents users from using all of the server disk space. DISM is built into newer operating systems such as Windows 10 and Windows Server 2012 R2. You'll normally
monitor some aspect of CPU, memory, disk, and network use. 1.75-, 3-, and 5.5-inch are not standard hard disk dimensions. RFID enables devices to be scanned with RFID tags for inventory and tracking purposes. Click Next. * Differential Data that has changed since the last full backup is backed up; the archive bit is not cleared. The server
normally listens on TCP port 443 for this type of connection. RAID 2 stripes bits of data but still writes error recovery information. Click Select Folder. 137 RAID Levels . In the case of IT, perhaps it involves preventing the use of non-company-issued USB devices to stop malware infections. Prior to DNS servers becoming common, each TCP/IP
device used a local text file called hosts to resolve names to IP addresses. As another example, you may want to know how many instances of a version of a certain server OS are running on your network to ensure license compliance. You are the server technician for a Caribbean telecommunications provider. Data backups beyond replication are still
(and always will be) very important. Tower servers cannot be rack-mounted, so rack mount ability is another item affected by server form factors. If possible, technicians should remotely control the network device. Data can also be included in a bare metal recovery image. Modern access and payment cards, such as RFID chip cards and smartcards,
have embedded circuits that can transmit data wirelessly. Given the PID, kill terminates processes. The default gateway is a router that allows traffic into and out of a network, in some cases based on conditions. What is the server’s purpose? Routing D. For example, switch ports 1-12 might be called VLAN1 and switch ports 13-24 might be called
VLAN2. An available alternative since Windows 2008 is the DNS GlobalNames zone. * Connect your network to the cloud provider with a private network connection that bypasses the Internet. set-perm B. Chapter Review It seems server experts must also be network experts—this is true! Your servers can interact with a large variety of services and
network components on a large scale, and you must understand how all the moving parts work together. Exam Details You can book your Chinese Simplified, English, or Japanese CompTIA Server+ SK0-004 exam online at www.pearsonvue.com/comptia/ or by phone with your local Pearson Vue testing center. chmod C. Companies should implement
strict hiring and background check policies to ensure that employees can be trusted with sensitive information. Network people normally configure VLANSs to improve network efficiency. A big distinction between modify and write is that modify allows file deletion and write does not. The asterisks are wildcards that will show features containing the
text iSCSI. 13. Multifactor authentication is not in place when only the something you know category is in use, which is also true even if you enable PINs or enable periodic password changes. 42 UPS . The bs means block size for the 512-byte first boot sector that contains the MBR. 3-phase power ¢ Plug types * NEMA ¢ Edison * Twist lock ¢
Cooling ¢ Airflow ¢ Thermal dissipation * Baffles/shrouds * Fans * Liquid cooling 2.0 Server Administration 2.1 Install and configure server operating systems * Determine server role/purpose ¢ Update firmware « BIOS/UEFI configuration ¢ Boot order * Disk preparation ¢ RAID setup ¢ Partitioning * Formatting CompTIA Server+ Certification All-in-
One Exam Guide 362 ¢ File system type * Ext 2, 3, 4 « NTFS » FAT32 * ReiserFS ¢ UFS « VMFS ¢ ZFS ¢ Swap ¢ Configure hostname ¢ Local account setup * Connect to network ¢ Join domain/directory ¢ Address security concerns * Patching ¢ OS hardening ¢« Compliance to company procedures/standards ¢ Enable services ¢ Install
features/roles/applications/drivers ¢ Performance baseline * Server optimization * Swap or pagefile optimization ¢« Unattended/remote installations ¢ Deploying images and cloning * Scripted installs * PXE boot « TFTP 2.2 Compare and contrast server roles and requirements for each « Web server ¢ Application server ¢ Directory server * Database
server Appendix D: CompTIA Server+ Certification Exam Objectives (SK0-004) 363 ¢ File server ¢ Print server « Messaging server * Mail server ¢« Routing and remote access server * Network services server « DHCP « DNS/WINS  NTP 2.3 Given a scenario, use access and control methods to administer a server ¢ Local hardware administration ¢
KVM e Serial ¢ Virtual Administration console * Network-based hardware administration « KVM over IP « ILO * iDRAC * Network-based operating system administration « RDP « SSH « VNC ¢ Command line / shell 2.4 Given a scenario, perform proper server maintenance techniques * Change management * Patch management ¢ Operating System
updates ¢ Application updates * Security software updates * Firmware updates ¢ Device drivers updates CompTIA Server+ Certification All-in-One Exam Guide 364 ¢ Compatibility lists ¢ Operating systems * Hardware * Applications ¢ Testing and validation ¢ Outages and service level agreements * Scheduled downtime ¢ Unscheduled downtime °
Impact analysis ¢ Client notification * MTTR ¢ Performance monitoring ¢« CPU utilization * Memory utilization * Network utilization ¢ Disk utilization ¢ Disk IOPS « Storage capacity * Comparison against performance baseline ¢ Processes and services monitoring * Log monitoring *« Hardware maintenance ¢ Check system health indicators * LEDs
Error codes * Beep codes * LCD messages * Replace failed components ¢ Fans ¢ Hard drives * RAM ¢ Backplanes ¢ Batteries Appendix D: CompTIA Server+ Certification Exam Objectives (SK0-004) 365 ¢ Preventative maintenance ¢ Clearing dust ¢ Check proper air flow ¢ Proper shutdown procedures * Fault tolerance and high availability
techniques ¢ Clustering ¢ Active/active ¢ Active/passive * Load balancing ¢« Round robin ¢ Heartbeat 2.5 Explain the importance of asset management and documentation ¢ Asset management ¢ Licensing ¢ Labeling « Warranty ¢ Life cycle management ¢ Procurement ¢ Usage ¢ End of life * Disposal/recycling ¢ Inventory « Make ¢ Model ¢ Serial
number ¢ Asset tag * Documentation ¢ Service manuals * Network diagrams ¢ Architecture diagrams ¢ Dataflow diagrams ¢ Recovery documentation CompTIA Server+ Certification All-in-One Exam Guide 366 ¢ Baseline documentation * Change management policies ¢ Service level agreement ¢ Server configuration ¢ Secure storage of sensitive
documentation 2.6 Explain the purpose and operation of virtualization components ¢« Hosts and guests * Management interface for virtual machines * Hypervisor ¢ Type I * Type II « Hybrid « Hardware compatibility list * BIOS/UEFI compatibility and support ¢« CPU compatibility support « AMD-V/Intel VT ¢ Resource allocation between guest and host
* CPU - Storage * Memory * Network connectivity ¢ Direct Access (Bridging) vs. Ask your cloud provider if deleted cloud data really is deleted. html?0id=5386548 Hewlett Packard SAN storage. Cloud providers such as Microsoft Azure, shown in Figure 3-1, offer virtual machines templates that customers can use to deploy not only the server OS,
but also additional services, such as a MySQL database server virtual machine. Documenting BIOS configurations is an important part of proper server management and facilitates troubleshooting. When roles and recovery steps are known, RTO is minimized. host bus adapter (HBA) A circuit board that connects a host to other storage and network
devices. Chapter 8: Preparing for the Worst 315 Figure 8-4 An example of a public cloud provider SLA Exam Tip Don’t confuse RTO with recovery point objective (RPO), which is discussed later. On the left, right-click Reverse Lookup Zones and choose New Zone. 3-inch C. Port C. Check your hypervisor’s details to make sure you're getting the
most out of your VMs. Server Installation Hardware compatibility lists (HCLs) provide details about which specific hardware is supported by a given server OS. BIOS has been around for decades. 216 Roles . Disable/uninstall anything that is not absolutely required The more stuff on servers, the more a malicious user could potentially tap into. SSD
C. Dedicated network-based firewall appliances are designed to be a firewall (unlike an operating system running firewall software) and hardened to the hilt. Sometimes the problem is server add-on hardware such as expansion cards (including those for blade enclosure backplanes), or onboard components integrated with the motherboard.
Remember that network cards and network equipment also factor into transmission speeds. 248 Physical Security . MAC 18. 50 Questions . Enter Pa$$wOrd and click Finish. hot aisle A row in which the exhaust fans of server racks are facing one another. Secure Media Disposal Techniques such as disk scrubbing (software) can overwrite
storage media to prevent data retrieval. For many years, administrators have also managed Windows servers from the command line using batch files, Visual Basic scripts, and, more recently, PowerShell. On the Getting Started screen, ensure that This Server (SRV2012-1) is selected and click Next. On the Linux virtual machine, in a terminal window,
type ping 192.168.1.200. TPM can store cryptographic keys used for encrypting and decrypting BitLocker disk volumes, and it can also detect unauthorized s ystem startup modifications such as changes to the boot sequence. Rack-mounted equipment such as servers usually comes with a rail kit. There are many types of ACLs, such as those allowing
access to a network and those that allow or deny access to a specific resource such as a file or a web site, often through the use of groups. All PowerShell cmdlets using the -computername parameter C. Mount the new partition into the folder by entering mount /dev/sdd1 /project-x. iostat B. Developers can build static HTML web pages that sit on the
web server and are transmitted to clients upon request. Exam Tip Don’t confuse network file-sharing protocols with local file system types. Group policy can be configured locally on a single host or centrally through Group Policy Objects (GPOs). (And, by the way, if you're just starting at a data center, be prepared for the 7 p.m. to 7 a.m. shift!) Why
This Book Is Relevant Because you're reading this book, you probably already see the value in learning about the CompTIA Server+ SK0-004 exam. Buses Motherboards and expansion cards need a way to move data around, and this is where the bus comes in. For instance, RAID level 1 (disk mirroring) increases the resilience to failure, but RAID level
0 (disk striping) improves performance. sudo UNIX and Linux technicians can prefix commands requiring elevated permissions with sudo instead of logging in as root. Dual Inline Memory Module (DIMM) Common type of memory circuit board with multiple memory chips that plugs into sockets on a motherboard. Exercise 3-2: Install the DNS Server
Role in Windows Server 2012 R2 1. Storage is usually connected to a RAID controller. Move the existing data to the newly created filesystem. Remember that public services should exist in the DMZ either literally, or they should be accessible from the DMZ through a reverse proxy. Which troubleshooting step involves making only a single change at a
time? With asymmetric encryption, a pair of keys is used, one for encryption and one for decryption. When backed files are modified in the live system (not on the backup media), the operating system turns on the archive bit so that the backup solution knows the file has changed since the last backup. What should you configure? How companies
implement technology is sensitive information. What should Roman do to enable domain controller replication between the two sites? Bridging B. private branch exchange (PBX) A telephone system used to switch calls between users on local lines while enabling users to share a limited number of external phone lines. The UPS runtime capacity
specifies how long UPS batteries can support a specific wattage load when the power goes out. Device D. Network load balancing (NLB) can be used to achieve optimal network performance, such as for a busy web site. The use of insecure tools can introduce malware or could serve as an attack vector for malicious uses—more trouble that we don't
need! Files can be hashed using various tools. The CompTIA Server+ certification also applies to server management in large environments (such as data centers), so always keep in mind how you can apply configurations on a large scale. These connections are made using a USB or IP addresses on a network. False negatives B. Auditing individual
users makes sense to reduce information overload, however. Notice the fakedomain.local zone. The public IP address of the NLB is what DNS FQDNs would resolve to, not the back-end server IPs. Load balancers can improved the performance of an on-premises application or a cloud application. Directory service B. Exam Tip Newer copper cable
standards will work with older network equipment. Custom Mode allows you to create custom exams from selected domains or chapters, and you can further customize the number of questions and time allowed. In accordance with your organizational policy, a server must remain running even if an operating system disk fails. Is the user in a group
that should have permissions to access a file? As with USB thumb drives, mobile devices and storage media are easily lost, stolen, forgotten at a client site, and so on. Just remember that hardware appliances also get firmware updates, so be sure to subscribe to vendor update notifications. LT 8. Common connectors include ST, SC, LC, and SFP.
Application servers and web servers—how are they different? Figure 3-12 shows RSAT tools on a client being enabled. Antimalware Where possible, every device (including smartphones) should have an up-to-date antimalware solution. In the packet header section, expand Internet Protocol Version 4. If you’'re using passwords, you have to change
them periodically based on your organization’s security policy. 329 Business Continuity Plan . Type exit and press enter. 178 Subnet Mask . As mentioned earlier, the AWS Storage Gateway is a virtual appliance that runs on-premises and enables backup solutions to “see” virtual tape devices for cloud backup purposes. Users with accounts in AD
can log on using that account on any domain-joined computer—in other words, we don’t have to create an account for user Bob on every computer with the same password; creating it once in AD suffices. Next you need to calculate valid IP address ranges within each subnet. Chapter 3: Server Operating Systems 79 We must also consider the
different types of virtualization, including operating system virtualization (this is what most techies think of ), user desktop virtualization, application virtualization, and so on. Hot-swappable disks B. CompTIA Server+ Certification All-in-One Exam Guide 396 hot spare An extra component that can be used immediately when a primary component
fails. * Look for boot failures. IPv6ADDR is not the same as IPV6ADDR; be careful! Chapter 5: Network Concepts 193 6. In the event of a server room or data center fire, this can impede fire extinction. Port addresses apply to Layer 4, LUNs are unique values assigned to network storage, and MAC addresses are Layer 2 hardware addresses. Turn off,
disable, or delete cloud resources when you are not using them! With many cloud services, you get charged for what you use while you’re using it. For example, as little as 10 mill amps (thousandths of an ampere) at 110V alternating current (AC) can stop your heart. Click the + symbol to the left of Local disk (C:) and select the checkbox next to the
Contracts folder. While you won’t need to be an expert in every topic covered in this book, you can’t be sure exactly what you’ll be tested on, so it’s best to cover all bases. Which server component can help the most in speeding up processing time? Determine whether required skills are available internally or must be outsourced. HVAC can control
room temperature, but internal server temperature is more directly controlled with fans or liquid cooling systems, in which pipes carry cool liquid throughout the system to cool the surrounding air. 96 Exercise 3-1: Install the Microsoft Windows Server 2012 R2 Operating System . Network-based firewall This must exist at every network entry and
exit point, so it makes sense to configure packet-filtering rules on routers. Network and dataflow diagrams are useful documentation for troubleshooting, change management, and inventory purposes. Fencing 2. Your firewall has an ACL that allows inbound traffic destined for TCP port 25 to your company’s DMZ. Notice the PMs group is
automatically allowed the Read & Execute, List Folder Contents, and Read permissions. Rack-mounted Servers Rack-mounted servers will appeal to those who prefer tidiness and organization; they are essentially thin computers (from 2 to 12 inches wide) that are designed to be stacked vertically in a metal framework, or rack. EIDE A. Recovery point
objective (RPO) relates to the amount of tolerable data loss and does not align to a hot site as RTO does. PKI certificates contain related public and private key pairs. Advanced Intelligent Tape Advanced Intelligent Tape (AIT) was introduced in the 1990s. 165 Cable Placement . 74 Virtualization Servers . Yes, it’s important to understand concepts
and the sequence of steps required to yield a desired result, but what about when things going wrong? Labeled or color-coded cables keep things organized and facilitate troubleshooting. You may remember a time (the 1980s) when sharing data involved copying files to tape cassettes or floppy disks. AMD Virtualization (AMD-V) AMD'’s virtualization
firmware support that is required by some Type 1 and Type 2 hypervisors. MX Mail exchanger Used for e-mail domain suffixes to locate an SMTP mail server. CAT6 C. The default gateway is not used for communication on the local subnet. For instance, if a DNS server doesn’t seem to be responding to DNS queries from clients, yet it’s up and running
on the network, check the DNS server and client logs. Operating system virtualization 13. Once A Day is currently set to 9:00 p.m.; change this to 8:00 p.m., and then click Next. Fire Suppression In the event of an electrical fire, we do not want to use water as a fire suppressant. But how is this useful? It is clear that the granted permissions (including
write) do not allow deletions. Mount the file system to a directory so it is ready to use: mount /dev/md1 /cust trans Exercise 4-5: Monitor Disk Space Using File Server Resource Manager 1. demilitarized zone (DMZ) A network whose hosts are exposed to the Internet with controlled access to an internal network. Type dmesg | grep scsi to view SCSI
disk device startup messages. Then click Done in the upper left. For every day offline, BetCRIS lost up to US $100,000. Cable Placement Large server rooms and data centers use racks to mount equipment—but what about all the power and data cables? A default gateway is not properly configured on both servers. SSD would be considered Tier 1
storage. Servers with more than one interface are said to be multihomed. RAID 6 can tolerate two disk failures. On the Select The Storage Layout screen, ensure that Simple is selected to configure disk striping across the three disks. When you attempt to run the installer, nothing happens. Create a group following company standards. When a
program require